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Monographs in Risk and Resilience Volume 1: 2020

‘Monographs in Risk and Resilience’ is a new, open, independent and professional journal series that
is published as an annual volume.

The majority of journal-style publications in the fields of risk and resilience provide a limited size with
which to review a subject and explore new ideas. Monographs in Risk and Resilience provides a
platform to explore current and emerging knowledge and develop a new understanding in a
comprehensive and deep way.

Today there are many published articles that support and are supported by belief systems about risk
and resilience that are unsupported by robust evidence. We encourage thinking and writing that is
iconoclastic, that challenges old paradigms, and the accepted dogma.

The intent of ‘Monographs’ is not to present a one single truth, but rather to provide different sides
of an argument, and to stimulate a critical review of those arguments. In doing so, sufficient
information should be made available to allow readers to question, to investigate and to make
informed decisions.

Above all else, the ‘Monographs’ publication serves to promote thinking that will engender change
and improve the way that risk is managed and how resilience is approached. In particular,
‘Monographs’ promotes thinking that is supported by robust evidence.

Each Volume of ‘Monographs’ will publish between one to three substantial papers on a unified
theme, with independent peer review. At this stage the intention is to publish ‘Monographs’
electronically, which will be available on the ARPI website www.arpi.org.au free of charge both to its
members and to the public.

In this, the inaugural Volume of the ‘Monographs,’” | have written the single monograph that
constitutes the publication which was subjected to independent peer review.

| would like to encourage ideas for the second Volume, to be published in 2021 (refer to the call for
papers in this volume).

To facilitate the publication of ‘Monographs’ an interim Editorial Board has been established, which
will be finalised over the next few months.

Dr Carl Gibson

Interim Editor in Chief
Victoria, Australia.



Australian Risk Policy Institute - Chairman’s Foreword

| am pleased that ARPI is able to support Dr Gibson in publishing this independent series on risk and
resilience to encourage greater, in-depth thinking. ARPI is busy right now applying its Strategic Risk
Policy™ approach to develop new global modelling on resilience and this series contributes to public
awareness and debate on moving to a new level of understanding.

As the Monographs in Risk and Resilience goes to press, COVID-19 continues to occupy everyone’s
thoughts. ‘Surprises’ to emerge from this pandemic include governments, organisations and
practitioners that have been unprepared for such a crisis.

The inadequacy of so many ‘traditional risk management’, business continuity and resilience
approaches is also of no surprise. Currency and relevance of such approaches have been apparent for
several years. ARPI recognises that challenges to global resilience are changing almost daily, hence
our assumptions, thinking and approaches need to be fluid and adaptive to address the growing
capability gap.

Continuing to rely on failed, traditional, linear and rational risk management models is no longer an
option, neither is the occasional tweaking at the edges of these models. A new global model requires
‘convergence’ of currently divergent approaches from multiple disciplines and a unique integration of
different frames of thinking. Existing discipline-based silos, often based around a single outdated
concept, need to be reinvigorated by new ideas and artificial concept boundaries between disciplines
need to become seamless.

The Australian Risk Policy Institute as Convenor of the Global Risk Policy Network has been actively
working towards addressing these problems and improve complex decision-making capability. The
Monographs in Risk and Resilience is one approach to encourage challenging orthodoxy and help
communicate and share new knowledge for a changing world — moving to a new normalcy.

| encourage you to not just read this publication but to join the growing world-wide discussions that
are challenging accepted beliefs and driving new thinking.

Best regards
Tony Charge JQ FARPI CRPS

President
sARPI

Australian Risk Policy Institute

M +61 408 481 220

GO01, 420 Spencer St

West Melbourne Vic 3003

PO Box 295 Mawson ACT 2607

WwWw.arpi.org.au

Convenor - Global Risk Policy Network

Hon. Lawyers: Bradley Allen Love

Hon. Accountants: Complete Accountancy Solutions




Strategic Risk Policy™ (SRP)

SRP as developed by ARPI is an innovation in the world of risk as a concept and offers new thinking
and approaches about risk as it relates to resilience, by considering the environment at an earlier stage
and in a different manner. Rather than focusing on managing identified risks, SRP looks at protecting
against ‘potentiality’ or ‘possible’ strategic risks — at the point of systems vulnerability.

SRP and resilience will be the subject of a number of different publications over the next few years
that will build on this Monograph series, with the purpose of establishing a world class knowledge

base, and challenging the misinformed commentary and confection.

In the meantime, information about SRP appears on ARPI’s website at www.arpi.org.au




CALL FOR PAPERS

‘Monographs in Risk and Resilience” is a new peer-reviewed independent series published by the
Australian Risk Policy Institute to stimulate public debate. ‘Monographs’ provides the opportunity for
authors to explore concepts and develop ideas to a level of detail that may other publications do not
allow.

Papers are now being sought for Volume 2 to be published in August 2021.
The theme for Volume 2 is:
“The successes and failures of risk, business continuity and crisis management in a time of COVID".

Volume 2 will publish a maximum of three papers, each with an expected size of between 50 to 100
pages (20,000 to 40,000 words).

This call for papers is an open call for initial expressions of interest.
Prospective authors should submit an initial expression of interest, comprising:

Proposed monograph (not more than 2 pages)
e A summary of issues to be addressed within the proposed theme.
e A summary of areas of existing knowledge to be covered and how these will be critically
reviewed.
e Emerging or new concepts that will be developed.
e Industry sectors and types of reader that will be key audiences for the monograph.
e Qutline of the overall conclusion that will be developed.

Author details
For all authors to be included on the monograph(2 page per author limit)
e Full name and titles for all intended authors.
e 5 most recent publications.
e Highest ranking publication achieved, or publication with the most profound impact.
e Summary of expertise and experience relating to the theme for Volume 2.
e Declaration of ability to meet the key milestones for submission.

Expressions of interest should be forwarded to:
education@arpi.org.au

No later than 30 September 2020

Vi



Indicative dates by 5.00pm Canberra time

30 September 2020:
15 October 2020:

30 October 2020
15 December 2020:
28 February 2021:
30 April 2021

15 May

20 May

30June

20 July

30 July

15 August

submission of expression of interest
review of submission by Editorial Board and invitation to develop and submit
a monograph

signed author agreements.

Progress report by authors

Submission of review draft of monograph
Completion of peer review

Editorial Board review

Feedback to authors

Finalised manuscripts submitted

Copy edits provided

Author confirmations

Online publication
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subsequently entered medical research, and then led diagnostic and field investigations into infectious
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range of disasters and crises, including infectious disease outbreaks, infrastructure failures, floods,
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organisational strategy, risk, resilience and security, with a particular interest in the neuroscience of
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the Global Resilience Risk Policy Group.
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Monograph: Perspectives on Resilience

Dr Carl A. Gibson

Introduction

For many individuals and organisations, traditional prevention, mitigation-based actions?, and
response-based approaches?, are becoming less able to meet the demands of a continually changing
world (Lavell et al, 2012). Most organisations now operate inside, or interact with sociotechnical
systems® so complex that they defy any meaningful understanding of their interdependencies and
operation under changing conditions (Lechner et al, 2016). Hence, there is a strong continuing
argument to move to anticipatory, adaptive, agile and integrated arrangements that can contribute
to community and organisational resilience (Pollock, 2016). A substantial problem is that all of the
decisions we need to make about resilience have to have a sense of the future, however, all of our
experience and knowledge is about the past.

This thing called resilience

The popularity of the term resilience has increased dramatically over the last decade or so* and
although described in many different ways, has been commonly viewed as a search for survival and
adaptation (Christopherson et al, 2010). Governments talk about various aspects of societal resilience,
policy is developed, legislation enacted, and a continuing stream of initiatives are launched in the hope
of enhancing community and critical infrastructure resilience. Within individual organisations, existing
functions are combined and rebranded as ‘Resilience Departments’, whilst some standardisation
bodies try to convince organisations to buy Standards that will ‘build resilience’ in one form or
another.

A range of professional associations, consultants and other individuals promote ‘resilience’ as a
strategy or set of plans to be implemented, structures and processes that can be designed and built,
or as a technical certification that can be gained through attending a few days of training. There have
even been entire organisations established to ‘pursue’ resilience, some with a genuine research

! Such as many common risk management approaches.

2 Such as emergency management, business continuity, disaster recovery, etc.

3 Sociotechnical systems relate to the interactions of people, society (and its substructures), processes, information and
knowledge (Richardson, 2016). It therefore encompasses most areas of human decision-making and activity. It is often
applied to the overall system of people, technology and organisations operating within their wider physical, societal and
economic environments (Belmonte et al, 2010). This is different to the more narrowly conceived socio-technical systems -
STS which deals with human -technology interaction in the workplace (Applebaum, 1997), and more expansive than the
cognitive system approach (Woods and Hollnagel, 2006; Hollnagel, 2002).

4 Although the original concepts about resilience date back at least to Aristotle in the 4th Century BC (Aristotle, 1955). Its
more modern usage has its origins in engineering contexts during the industrial revolution (Merriman, 1885; Mallet, 1862)
and even more recently in ecology (Holling, 1973). The popularity of the term expanded during the early 2000’s when it
became increasingly applied as a concept to organisations and communities (Reason, 2001; Carthey et al, 2001; Paton, et al,
2000; Reason, 2000). The use of ‘resilience’ entered the mainstream in 2003 (Hamel and Valikangas, 2003) and increased in
popularity in the aftermath of the global financial crisis as many organisations sought to address the perceived failures of
business continuity and risk management.



focus®, whilst some others operate as thinly disguised consultancies. Researchers continue to publish
a plethora of papers on different aspects of resilience, and various pundits publish more and more
management books claiming to deliver the great secrets of building resilience. Such publications are
often based upon the experience of a single lucky organisation surviving some disaster where others
faltered, their one-off experience being inappropriately extrapolated to fit all situations and all types
of organisations.

Where organisations or individuals appear to fail in the face of any adversity, a lack of resilience is
commonly cited as the reason, as though this really explains why something happened in the way that
it did. Following which, the knee jerk reaction is to do something (often anything!) that conveys an
impression of activity and building better ‘resilience’. In some jurisdictions, in the last few years, the
emphasis on resilience has receded, accompanied by a resurgence of attention on preparedness
(Kahan, 2015). However, such thinking often promotes preparedness as if it was somehow separate
to, and not an important part of resilience.

Nevertheless, an increasingly high VUCA® environment continues as an ever-present stressor to many
organisations (Lechner et al, 2016), and resilience continues to attract considerable interest as the
perceived silver bullet. This is despite a general absence of a deep understanding about what resilience
actually is and entails for many organisations. Many of the attempts at both explaining and purposely
building resilience have taken a reductionist and mechanistic approach, trying to establish resilience
as a small set of isolated components that can be ‘bolted-on’ one-by-one, from a boilerplate menu.

Yet despite a couple of decades of activity, there still persist multiple interpretations and definitions
of community and organisational resilience with respect to incidents, emergencies, disasters and
disruptions. Each stakeholder promoting its own variation of resilience, depending upon its vested
interests, although in some other disciplines (engineering, ecology etc.) more accepted concepts of
resilience have been achieved, along with some level of definitional agreement. We are also seeing a
number of ‘salesmen’ taking different combinations of old resilience principles and models and
repackaging them as some new great alternate resilience system or consulting offering’.

With the diversity of descriptions, definitions and opinions regarding resilience, it is no surprise that
the concept is applied in different ways to suit the agenda of the proponent and the perceived desires
of the audience. Resilience, in this respect, may be following a similar path to that undertaken with
sustainability (Stumpp, 2013).

Perhaps the whole ‘field’ of resilience can be simply summed up by:
“Resilience is a family of related ideas, not a single thing. The various situations that we have

sketched offer different levels of challenge, and may well be met by different organisational
mechanisms” (Westrum, 2006).

5 For example: Torrance Resilience Institute (Adelaide, South Australia); Community and Resilience Institute (Washington,
DC); The Resiliency Centre (Portland, Oregon); Institute for Resilient Communities (Lawrence Berkeley National Laboratory,
California); Institute of Hazard, Risk and Resilience (Durham University, UK); Stockholm Resilience Centre.

6 VUCA: is a way of describing the challenging environment that many of us now face: high volatility, high uncertainty, high
complexity, and high ambiguity. Alternate models exist such as TUNA (turbulence, uncertainty, novelty, ambiguity) Ramirez
and Wilkinson, 2016. Both of these acronyms are ultimately dealing with different aspects of uncertainty, however, they
provide only a limited perspective on the range and different types of uncertainty that should be considered with respect to
resilience.

” Herein lies a significant danger, where ‘resilience’ has failed in the past it is because what was put in place was some
confected idea that ignored the complexity of real world organisational need and operability. Boilerplate solutions rarely
work across different organisations despite any fancy language or marketing hype. The failures of the past will almost
certainly be repeated the any of today’s promises of a silver bullet. We have yet to see anything that is truly innovative and
evidence based in the arena of resilience building.



As this “family of ideas” tries to address disruption, it is also worth remembering that resilience is not
just about being prepared for a single (devastating) event, but is about being ready for a wide range
of different conditions that may be faced in the future (Kendra and Wachtendorf, 2003, either singly
or simultaneously. It is also important to remember that each individual, group, or part of an
organisation or community may each be affected differently by a potential or actual disruption.

Some of the thinking on resilience has certainly been hijacked by the likes of parts of the traditional
business continuity community, pervading resilience with an unfortunate focus on just fixing the
effects of disruptive events. This has resulted in a lack of thinking about tackling the problems which
generate disruption in the first place, as well as a common disregard of the human elements that are
essential to infrastructure® and processes. Some commentators have even suggested that preventive,
protective, and other proactive risk reduction measures sit outside of the concepts of resilience (we
will not give further credibility to this nonsense by identifying sources).

Any serious thinking about resilience needs to consider reducing the existence of and exposure to
disruptive conditions, lowering uncertainty, and addressing vulnerability, as well as dealing with the
consequences of disruption. An organisation that does little to protect themselves from disruptive
conditions, will forever be faced with the need to respond to and recover from actual disruption.

It has been proposed that there are three possible postures that can be adopted to a threatened or
actual disturbance (Handmer and Dovers, 2009):

e “Resistance and maintenance”, where effort is put into avoiding any change in the system.
For some this may even involve individual and institutional denial that there is any demand
or pressure to change.

e “Change atthe margins”, where the demand, pressure, and the need to change is recognised,
resulting in small progressive adjustments and modifications being made.

e “Openness and adaptability”, where the challenge is recognised and accepted. Flexibility and
adaptability are built in from preparedness activities, and assumptions are tested and
modified or replaced where necessary.

The nature of resilience

Depending upon the context, many of the different definitions and described attributes that have
been applied to resilience may be valid, and it could be that any capability that helps a system to
‘degrade gracefully’ (Pellisier, 2011; Allenby and Fink, 2005) is contributing towards resilience. The
challenge, however, is to explore the ideas of resilience and extract the most meaningful concepts
that can be used to improve an individual’s, group’s, organisation’s or community’s ability to manage
disruption, in their own unique context.

Whatever we decide is the ‘composition’ of resilience, it will always be, in one way or another, the
means by which societal and organisational fragility is addressed. Ideally this will be achieved by
focussing more on strengths that can further be developed, rather than just addressing weaknesses
that need to be corrected.

8 Many business continuity plans pay almost exclusive attention to resources: infrastructure and processes, and often include
information and roles of key personnel, but almost all disregard the effects of non-routine environments on human
sensemaking, decision-making, behaviours, coping mechanisms and interrelationships, all of which are essential contributors
to organisational resilience.



The context for disruption

The starting point for understanding resilience is to answer the question “resilient to what?”. In any
socio-technical system, such as an organisation, resilience must be defined in terms of the underlying
conditions that could give rise to a disruption or existential threat.

The nature of disruption

A disruption is any event, or change in circumstance that has an intolerable effect on a system’s’
purpose and objectives. Disruption can arise as a result of change within the environment a system
operates within, within the system itself, or as a result of change in the nature of the interaction
between the system and its external environment.

Change, both in the external and internal environments, can act as a significant stressor to the system,
and be a source of emerging and potentially disruptive conditions (Figure 1). Change may also have
asymmetric effects, a small change can result in disproportionately large disruptive effects, and vice
versa. Disruption can arise from any type of change, including:
o Unforeseen change: which is unexpected and is often undetected until harmful effects are
being felt.
e Unintentional change: that the organisation is aware of but is incapable of, or unwilling to
tackle effectively.
e Planned or intentional change: which has unforeseen and unwarranted outcomes.

Change that is perceived as positive, such as pursuing an emerging opportunity, can be a source of
significant disruption to routine operations. For example, the collapse of an airline company can be a
boon for its competitors, but the need to deal with enquiries from and find seats for thousands of
‘new’ customers whose flights have been cancelled can be a major source of disruption for those other
airlines. Conversely, disruption can also be a source of opportunity for an organisation that is resilient,
driving innovation and new and improved ways of working (Ates and Bitici, 2011). Disruption therefore
arises as a result of change in a system’s context.

Stressors System
Clniats capabilities +ve effect
Societal for resifience (high performance)
Built environment \ t
Religious Intentional change ‘ 1
Technological | |
Demographic ‘
Supply networks  Unintentional change Outcomes
Resources 1
) Cultural . \
Economic Unforeseen change 1
Health \
Customer networks Q +
Political N -ve effect
Environmental \ o
System

(high disruption)/,

Figure 1: Stressors and change

% In this context is a system is any definable entity, which may be an organisation, community, or other
organised grouping. A system may also encompass interrelated constituent parts of a larger system.
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From an organisation’s perspective, context is continually evolving, presenting a varying landscape of
disruptive threats, hazards and risk (Dongxia and Kan, 2011; Huczynksi and Buchanan, 2007), with
different types of disruptive events becoming apparent (Westrum, 2006), including:

e Reqularevents: which have been experienced by most people and are familiar, these include such
situations as power outages, equipment failures, storm events, sexual harassment, bullying, etc.

e Irreqular events: are uncommonly encountered but appear familiar (for example may have been
previously ‘experienced’ indirectly through media coverage of an event). These types of event
include situations such as a nuclear reactor failure, devastating earthquakes, large scale bushfires,
mass casualty incidents, lone wolf terrorist attacks, corporate fraud, corruption, etc.

e Unexampled events: perceived to be extremely rare or previously unimagined such as the 9/11
attacks, sinking of the Titanic, etc. Unexampled events are often characterised by there being little
prior experience, awareness, or understanding. The so called ‘black swan’ (Taleb, 2008) is a
particular kind of unexampled event.

Such ‘regular’ and some ‘irregular’ events are often considered in traditional preparedness planning.
However, historically, preparedness for many irregular events has been poor, whilst unexampled
events have been largely ignored. Part of the rationale of ‘all hazards’ preparedness is to develop
capability that can cope with any event, including unexampled events (Paton, 2015), without the need
to specifically anticipate all of the details of their potential occurrence. However, there still remains a
substantial role for other aspects of resilience, such as adaptive capacity, for dealing with these types
of unexampled events, should they occur.

Exploring the context for disruption provides the basis for better understanding uncertainty and
associated risk, which in turn should create a foundation for developing strong capabilities for
improved resilience.

Definitions of resilience

Despite a couple of decades of interest in resilience, and the range of definitions that have been
touted, the concept still remains ‘fuzzy’ in many quarters (Shaw and Maythorne, 2013) and is often
used as a catch-all concept (Funfgeld and McEvoy, 2012). Resilience has been frequently described
both in terms of a process by which a resilient state is achieved, or as an outcome — a state of being
resilient (Kaplan, 1999). There continues to be considerable debate across many different
constituencies, reflecting both different philosophical origins (e.g. resilience as a property, resilience
as an input, resilience as a process, resilience as an output, resilience as an outcome, resilience as a
state, etc.). The actual meaning of resilience changes depending upon the context in which itis applied
(Joseph, 2013), and most frequently involves a dual focus on the search for both capability and
vulnerability.

We often think of a ‘level’ of resilience in relation to achieving a minimal disruptive impact, or
maintaining acceptable performance in the face of such a disruption. However, resilience may also be
considered in terms of the time taken after a disruption for a system to regain that acceptable
performance capability. Applying the concepts of resilience in different disciplines has generated a
substantial range of definitions, also reflecting, to a certain extent, the prevailing philosophical
perspectives in each of those domains. These domain definitions also reflect an evolution in thinking
about resilience (Table 1 and Figure 2). The more mature the domain, the more likely that an agreed
understanding of resilience has been achieved for that domain.



Table 1: Selected resilience definitions

Resilience
domain

Definition

Reference

Systems
resilience

Ecological
resilience

Engineering
resilience

People &
psychological
resilience

Social and
community
resilience

Humanitarian
resilience

Cultural
resilience

Supply chain
resilience

Critical
infrastructure
resilience

Cyber
resilience

“Resilience... the capacity of a system to absorb disturbance and re-organise so as
to retain essentially the same function, structure and feedbacks —to have the same
identity”.

Resilience is described as a function of system vulnerability and adaptive capacity
that gives rise to the continuing function of the system in the face of stress.
“Resilience is a property of a complex system — it is the capacity to survive, adapt
and grow in the face of change and uncertainty, particularly related to
disturbances with a high impact and low probability”

“Resilience is largely about learning how to change in order not to be changed”.

Resilience reflects the magnitude of disturbance that can be absorbed before a
system changes its structure and behavior controls, and flips into a new state.

“...concentrates on stability at a presumed steady-state, and stresses resistance to
a disturbance and the speed of return to the equilibrium point”.

“....ability ... exposed to an isolated and potentially highly disruptive event ... to
maintain relatively stable, healthy levels of psychological and physical
functioning”.

“The capacity of people to cope with stress and catastrophe, implying that some
people succeed in the face of adversity and demonstrate the ability to withstand
and rebound from disruptive life challenges”.

“The ability of groups or communities to cope with external stresses and
disturbances as a result of social, political, and environmental change”.

“Resilience refers to the ability of a human system to respond and recover”.

“Community resilience is a measure of the sustained ability of a community to
utilize available resources to respond to, withstand, and recover from adverse
situations”.

A multifaceted and multidimensional construct providing an ability to cope with
“current and future shocks, stresses and uncertainty” and involves the capabilities
for livelihood viability, innovation, contingency resources and support, social and
institution access and adaptation, and the integrity of natural and build
environments.

“The ability of people, households, communities, countries, and systems to
mitigate, adapt to, and recover from shocks and stresses in a manner that reduces
chronic vulnerability and facilitates inclusive growth”.

“Reinforcing culture and traditions as a source that enables resistance against
livelihood vulnerabilities” and involves cultural and spiritual values, customs and
traditional knowledge.

“Resilience is an innate tendency, usually consisting of several inter-related parts,
that allows a system to flex under stress and bounce-back to something similar to
its pre-existing condition once the stress is lessened or removed”.

“Infrastructure resilience is the ability to reduce the magnitude and/or duration
of disruptive events. The effectiveness of a resilient infrastructure or enterprise
depends upon its ability to anticipate, absorb, adapt to, and/or rapidly recover
from a potentially disruptive event”.

The ability of assets, networks and systems to anticipate, absorb, adapt to and/or
rapidly recover from a disruptive event.

“The continued operation of critical infrastructure in the face of all hazards”.

“Cyber resilience refers to the ability to continuously deliver the intended outcome
despite adverse cyber events”.

“Ability of systems and organizations to withstand cyber events. Resilience in this
context means the preparations that an organization has made with regard to
threats and vulnerabilities, the defences that have been developed, and the
resources available for mitigating a security failure after it happens”.

“Ability to deliver, maintain, improve service when facing threats and evolutionary
changes.

(Walker, 2012)
(Dalziell and
McManus, 2004).
(Boggemann and
Both, 2014).
(Walker, 2012)
Holling, 1996).
(Berkes and Folke,
1998; Holling,
1996).

Bonanno,2004

Lee et al, 2009

Adger, 2000

Cutter et al, 2008a

Rand, 2018

Oxfam, 2013

USAID, 2015

Daskon, 2010

Palin, 2013

NIAC, 2009

Cabinet Office,
2011

Australian
Government, 2015
Bjorck, 2015

Dobrygowski, 2016

ReSIST, 2007



Resilience

) Definition Reference
domain
“Economic resilience...refers to the inherent and adaptive responses that enable Rose, 2004
Economic individuals and communities to avoid some potential losses”.
resilience “The ability of an economy or a society to minimize welfare losses for a disaster of
: Y . ” Y Y Hallegatte, 2014
a given magnitude”.
. . “Resilience is a characterization of the way successful managers deal with the
Financial L . : e o )
resilience inevitable but unforeseen interactions, difficulties and opportunities that arise FT, 2018
during the implementation and operation business activity”.
“The ability of a system, community or society exposed to hazards to resist, absorb,
accommodate to and recover from the effects of a hazard in a timely and efficient UN-ISDR, 2009
manner, including through the preservation and restoration of its essential basic
. structures and functions”.
Disaster - ) . ) R . )
. Resilience is the capacity of a social system (e.g., an organization, city, or society)
resilience ) X ; )
to proactively adapt to and recover from disturbances that are perceived from Boin et al, 2010
within the system to fall outside the range of normal and expected disturbances”.
“The ability to prepare and plan for, absorb, recover from, and more successfully National Research
adapt to adverse events”. Council, 2012
D “The capacity of a city to rebound from destruction” LEISENT
resilience pacity y ’ Campanella, 2005
Socio “The capacity of a system to absorb disturbance and reorganize while undergoing
ecological change so as to still retain essentially the same function, structure and feedbacks, Folke et al, 2010
resiliegnce and therefore identity, that is, the capacity to change in order to maintain the

Organisational
resilience"

Resilience
engineering

same identity”.

“Capability to self-renew over time through innovation”

“The characteristic of managing the organisation’s activities to anticipate and
circumvent threats to its existence and primary goals”.

“Maintenance of positive adjustment under challenging conditions”.

“Develop situation specific responses.......engage in transformative activities”

“Organizational resilience is an ability to anticipate risks and future trends
(prepare/before); to understand the situation, to resist, and act thoughtful
(response/during); to recover fast, to adapt, and to renew or reinvent
(recover/after) while effectively aligning operational with corporate strategies to
be able to survive in turbulent and complex environments”.

“Is the ability of an organisation to adapt to the requirements of the surrounding
environment and being able to effectively develop new capabilities to absorb and
manage environmental variability”.

“The capacity of business to survive, successfully adapt and prosper in the face of
change and uncertainty related to disturbances with a high impact and a low
probability”.

“Incremental capacity of an organization to anticipate and adjust to the
environment”.

“Refers to the ability to respond productively to significant disruptive change and
transform challenges into opportunities”.

“Organisational resilience refers to a business’s ability to adapt and evolve as the
global market is evolving, to respond to short term shocks — be they natural
disaster or significant changes in market dynamics —and to shape itself to respond
to long term challenges”.

“The speed at which a system returns to equilibrium after a disturbance away from
equilibrium”.

“The intrinsic ability of a system to adjust its functioning prior to, during, or
following changes and disturbances, so that it can sustain required operations
under both expected and unexpected conditions”.
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Figure 2: Evolution of resilience definitional concepts

Curiosities and false starts in resilience

There have been some 159,000 papers and articles published with ‘resilience’ in the title'®. Some of
these papers contain great wisdom, whilst many are misguided (at best) or less than worthless. Some
ideas about resilience have not been adequately challenged and have persisted, particularly in some
of the populist and pseudo academic publications. At first glance these ideas and assertions appear
reasonable, and have been referenced so frequently that they have taken on a degree of (undeserved)
authority. However, critical thinking!! does start to open up some of the myths, misperceptions and
misconceptions about resilience.

There is still a significant number of publications that present resilience as some sort of constant
capability that be easily assessed, built, and ‘used’ to provide a general protection to an organisation.
However, much of the published work on resilience still ignores the concept that resilience is a
dynamic quality, it will only be present for a certain amount of time and then only in certain conditions.

Where the predominance of thinking about resilience has been on the ‘what’, new thinking now
needs to look to the ‘why’ and ‘how’.

Linear vs complex thinking

Since the enlightenment'?, the world has been increasingly thought of as mechanistic and orderly (the
clockwork universe concept), with a view that all phenomenon can be broken down into their
component parts and explained through reasoning (Botla, 2009; Kilman, 2001). This so-called
Cartesian-Newtonian thinking®® leads us to the perception that sequences of causes can be traced

10 Based on a Google Scholar search conducted on 1 June 2020, with a substantial increase in searches during the COVID-19
pandemic.

11 The reader is encouraged to read a paper on the misleading and nonsense concepts promoted in other types of published
literature (Pennycook et al, 2015).

12 The period in the 17t and 18t centuries in the western world when tradition and blind faith in religion gave way to reason
and individualism.

13 From the influence of René Descartes and Sir Isaac Newton.
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back from the events they cause, and that events can be predicted from common causes. This type of
thinking considers that systems are simple (i.e. linear), where cause-and-effect can be explained and
described as a sequential progression. This linear thinking underpins much of the risk management
tools popularised by international Standards and the COSO framework!*, and is the foundation of
preparedness strategies such as business continuity management. Unfortunately, this linear thinking
still persists in some resilience concepts, with the belief that resilience can be created in the manner
one would build a machine — by bolting separate component parts together'®. Multiple fields of
science, as well as the personal experience of a majority of humanity, now show us the flaws in such
reductionist thinking (Gregory, 2007).

Cartesian-Newtonian thinking works well when considering simple linear mechanical or technical
systems (for example disaster recovery planning for IT). However, once we start to consider natural
systems, human systems, and organisational systems, our world is often chaotic, usually complex,
always filled with uncertainty, and is often unpredictable. The vast majority of organisations are
complex systems, with highly interconnected and non-linear relationships and dimensions (Crichton
et al, 2009). The eminent mathematician Benoit Mandelbrot (of fractals fame), presented a unique
way of looking at complexity. Once we start to look deeply at a complex system, we see that the
complexity continues at smaller and smaller scales within that system, which is a crude example of
fractals. Fractals are present throughout the natural world and are deeply embedded within the
majority of organisations. Fractals present immense complexity that is built form the simplest of
relationships, but to try to describe such complexity by simplistic dissection of the system will not
provide any insight into reality. Systems built upon fractals (from economics to organisational
cultures) do not lend themselves to easily defined and predictable behaviours using traditional
approaches (Velasquez, 2010). Even the best models (economics included) are regularly surprised. We
have to accept the reality of complexity and learn to work within the limitations that it imposes.

This is the challenge for ‘resilience’ — establishing a capability that can work in routine environments
(and where linear, complicated and complex systems can be found together) and yet be capable of
adapting to deal with both everyday complexity, and the type of complexity that prevails under non-
routine conditions.

The 'standardisation’ of resilience

As we have seen occurring within the business continuity management ‘industry’, there is a recent
trend to assume that standardisation?® is the most effective way to deal with disruption and resilience.
Remember, this is standardisation that often creates linear processes to try to deal with complex non-
linear systems and complex non-linear conditions. For example, a recently released Standard has been
marketed by the International Standards Organisation with the headline “Organisational resilience
made simple with new ISO Standard” and follows up with the claim that 1S022316 “provides a
framework to help organisations future proof their business”. As a contributor to the development of
this Standard, my opinion is that this document most certainty does not provide such a framework.
The document at best provides a very high level (and very limited) set of principles and attributes,
with a very limited perspective of resilience. This is a common and growing problem with a number of
Standards, making grandiose claims well beyond the capability of such documents to deliver.

14 Committee of Sponsoring Organizations of the Treadway Commission.

15 And yes that is a common practice in business continuity.

16 Standardisation: the development of national and international Standards. Our experience with standardisation within
Australia has been highly positive, with contributions from genuine thought-leaders and to a large extent it has been an
evidence-based process. However, it needs to be said that our experience with some international standards has been less
convincing. Caution does need to be exercised as all Standards are not equally authoritative, and some (including some
adopted by Australia) are based on significant unevidenced conjecture and are seriously flawed.
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No matter how worthy the document, or how expert the contributors, implementing ‘resilience’
cannot be learned from a Standard, or from the limited training that all too follows its publication. Nor
will certification guarantee that you have learned anything useful, or that you have created a resilient
organisation. Resilience is an incredibly complex problem and no Standard can provide a complete
solution. Slavishly following some Standards, particularly those promoting the rigid ‘management
systems standard (MSS)’ approach could actually be harmful in the types of conditions where major
disruptions are encountered. Conditions where agility, adaptability, creative thinking and rapid
decision-making are essential, and certainly not where irrelevant and outdated plans replace
sensemaking and informed decision-making.

It would be far easier to standardise and certify leadership (which is only one of many contributors to
resilience). Yet despite thousands of years of exploration and forests felled for publications, no one
has come even close to the planned design and creation of the consistently perfect leader.

Business continuity management is not resilience

As the organisational resilience ‘bandwagon’ grew over the last decade or so, there were some that
eagerly jumped upon it, adopting the resilience moniker to rebrand tired old business continuity
management (BCM) thinking. Subsequently, this evolved into promoting business continuity as the
key component of organisational resilience. Whilst common sense has prevailed in many quarters,
there are still some ‘old guard’ holding onto outdated beliefs about the primacy of BCM in ‘building
resilience’. Even today some organisations have a resilience unit in their structure, which is just thinly
disguised continuity management.

Whilst BCM may provide benefits in a very narrow band of conditions (although the evidence for its
effectiveness is far from compelling in many cases!’ once the context moves beyond simple linear
relationships). BCM is but one tiny speck in an array of capabilities that contribute to resilience, and
on its own BCM is inadequate to achieve resilience (Dominguez and Patricia, 2016; Fiksel et al, 2014,
Shaw and Harrald, 2004) and with a potential for failure in broad based disruptions (Alesi, 2008). The
sheer rigidity and impracticality of many contemporary BCM arrangements are highly problematic for
the agility, flexibility and adaptability required for effective resilience.

Resilience is not ‘bouncing back’

Some of the earlier resilience literature has discussed the concept of ‘bounce back’, a resilient system
being able to return to its original state after a disruption (Margolis and Stoltz, 2010; Wildavsky, 1988).
Now it may be fair to say in psychological resilience, that a good attribute is the ability to recover back
to a normal psychological state that was present before a trauma, or in engineering resilience for a
metal beam to retain or regain its exact shape and function after being deformed. However, the
validity of the ‘bounce back’ concept does not hold true for many of the other resilience domains,
including organisational and community resilience. Although, still promoted by some pundits, ‘bounce
back’ really demonstrates a highly limited, unrealistic, and naive view of resilience.

For example, consider a humanitarian disaster, where those likely to be most affected are the poorest
members of a particular society. Do we really want to advocate a post-disaster ‘bounce back’ to the
same vulnerable poverty stricken conditions that existed previously? Similarly, are we really

17 see Gibson and Gibson 2020; Gibson, 2018; Lindstedt and Armor, 2017; Corey and Deitch, 2011; Zhang et al, 2009; Boin
and McConnell, 2007; Chang and Falit-Baiamonte, 2003; Webb et al., 2002; Tierney, 1997; Dahlhamer and Reshaur, 1996.
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advocating for an organisation to ‘bounce back’ to the same routine state that proved so vulnerable
in a recent disruption. The concept of ‘bounce forward’ (Davoudi et al, 2012) for resilience was
introduced to suggest movement to a new state, but is a poor analogy for undertaking a controlled
and purposeful adaptive change and organisational transformation. Please let us abandon the idea of
‘bouncing’ anywhere, and instead focus on purposeful and thoughtful direction.

Resilience is not always good

Well it is obvious and common sense, everyone wants resilience, because being resilient is good! Well
not always. In some circumstances resilience could be a disadvantage. Strengths can be a weakness
when they are not appropriately applied, or taken too far. Being too resilient can mean next to no
stress on the system. Without some form of stress, the system will remain in its current state, even
when change is required to drive improved ways of operating, or to exploit new areas of opportunity.

The ‘wrong’ resilience

There is also the danger that a substantial focus on ‘resilience’ can occur without properly
understanding what resilience actually involves. This lack of understanding may force effort along an
inappropriate path, create a false sense of security, reduce vigilance, introduce more vulnerability,
stifle effective prevention and preparedness, and apply scarce resources to ineffectual activity (for
example, having a complete reliance on outdated BCM practices). Conversely, too much resilience
may also stifle innovation, particularly for those organisations that embrace disruption and operate
at the ‘edge of chaos’ (Wilding, 2006; Conner, 1998).

The growing predominance of resilience language can also blind people to the real issues and foster
false confidence. The concept of “because its resilience” often legitimises poor decisions and bad
practices, preventing any real scrutiny. A similar phenomenon can also occur in some risk
management practices, where blindly following standardised processes creates the false assurance
that the organisation is actually managing risk effectively.

There is also the argument that many common approaches to resilience just deal with the effects of
disruption, whilst continuing to ignore the contributing and influencing factors. This reactive
perspective on resilience could encourage a resigned acceptability of disruptive conditions, rather
than dealing with their origin. Meaning that an ever-increasing investment in ‘fixes’ will be required
to deal with ever escalating problems.

Pronouncements on future resilience — crystal ball measurement
There are many ‘purveyors of solutions’ claiming that their particular tool can measure resilience and
declaring that this or that organisation has “high resilience”. Such pronouncements often occur just
before some disaster and the catastrophic failure of the resilient organisation. These ‘measures’ of
resilience are usually based on examining the organisation’s capabilities in the routine state. Besides
being possibly delusional, such assessments usually fail to say against what conditions the organisation
is highly resilient. Asking the question (what is resilient to what?) is the most overlooked yet
fundamental issue in estimating any potential for resilience (Strigini, 2012; Walker, 1998). To describe
any form of resilience, one needs to be able to define (Figure 3):

e The subject of resilience: what is actually resilient.

e The object of this resilience: to what or against what this system is resilient i.e. the nature or

context of the disruptive conditions.
e The purpose of this resilience: what has or will be achieved.
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Assessing and measuring resilience

Assessing resilience is fairly well researched and established in some disciplines (Bozza et al, 2015;
Franchin and Cavalieri, 2015; Windle et al, 2011; Fredrickson, 2001), such as civil engineering
(measuring linear relationships) and psychology (where the relationships of risk factors and protective
factors have been the subject of research for over one hundred years). In such cases providing an
assessment of resilience (before an event) may be acceptable, and certainly as valid as any other
psychological or psychiatric predictive assessment.

Approaches for measuring resilience in sociotechnical systems have largely been based upon assessing
the presence of inputs into the system, including physical resources, processes, structures, etc. (Proag,
2014a; Stephenson, 2010). Measuring the performance or potential of contributing individual
elements and capabilities, such as assessing system agility (Jobidon et al, 2013), can only provide a
rough indication of the potential for future resilience. It does not provide a measure of resilience.

For more complex systems, such as communities and organisations, traditional organisational
analytics are not capable of anything approaching a true predictive measurement of resilience (Arizzi
etal, 2014; Park et al, 2013), despite the wild claims of some other authors. If we accept that resilience
is an emergent property of complexity (which most credible authors do accept), then resilience is
greater than the parts of the system that contribute to it, and cannot be predicted on the basis of the
behaviour of each of those parts considered in isolation (Haimes et al, 2008; Paries, 2006). These
system elements cannot be ‘decoupled’ and measured in isolation from the broader environment in
which they will need to operate (Hummel et al, 2015). The requirements for any assessment of
resilience needs to be strongly grounded in the context in which it is being applied, since the same
complex system may demonstrate high resilience to one type of challenge, but be highly vulnerable
to a different challenge, or in a different context, or at a different time.

Accurately predicting the future resilient behaviour and performance of complex systems is almost an
impossibility — except after a system has been placed under specific stresses that ‘overload’ it and
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resilience emerges (Huber and Khun, 2017). Thus, measuring resilience is only truly possible in
hindsight, and usually impossible in foresight.

Quantification models, such as those used on the London Underground system (D’Lima and Medda,
2015), propose an approach based on measuring the behaviour of the system (such as speed of
recovery) following the experience of disruptive events. However, any attempt at measuring resilience
based upon past performance also needs to exercise great caution, as evidence abounds that past
experience of resilience to disruptive events does not predict future resilience performance (Lechner
et al, 2016), the Fukushima reactor disaster being one case in point (IAEA, 2015; Kurokawa, 2012).

We can only say with any certainty that an organisation demonstrated high resilience to the disruptive
event that has already occurred. This does not mean that it will demonstrate anywhere near the same
resilience for other types and scales of disruptive events, or even to a similar reoccurrence of the
original event. Any assessments that make absolute claims about future resilience performance are at
best naive, and may lead to a focus on the wrong capabilities, and eventual degraded resilience. At
best, future resilience can only be expressed in terms of probabilities, not in complete certainty.
Claiming a definitive measure of resilience ex ante, trying to predict, based on a small sample of the
vast complexity of an organisation, looks a lot like fortune telling. “Let us gaze into the crystal ball and
your resilience will be revealed”! Fortune telling is a world populated with the misguided, the
misinformed, the gullible, and the charlatan.

The only resilience assessment or estimate that can be made is an indication of the capability for
future potential resilience (Somers, 2009). This does not provide a measure of actual resilience.

Evolving resilience models

The general absence of an agreed unified concept of resilience has resulted in a multitude of different
models being proposed. Some useful, many naively simplistic and narrowly focused. No resilience
model can represent reality and capture all of the complexity that embodies resilience. All models are
artificial constructs that represent simplified abstractions of reality. They are a way of simplifying a
highly complex multidimensional concept into a short descriptive narrative. As the consummate
British statistician George Box said, “all models are wrong, some are useful” (Box and Draper, 1987).
The usefulness of these models is that they provide a lens through which resilience can be further
explored. Such models are framing tools that “cannot capture all the dimensions of resilience” (Albani
and Kupers, 2014), but they can provide an entry point. Over the last two decades there has been a
continual evolution of some of these resilience models.

Resilience may also be considered in terms of different types of disruption, against which it is
manifested, including: intensity of the disruptive effect; the span of time over which the disruption
occurs; the scope or extent of the disruption; and the speed of onset of the disruption (Barroso et al,
2011).

Since resilience arises from the almost infinite number of ways that a complex system can interact
with other complex systems (such as those generating disruptive conditions), each interaction could
theoretically result in a different aspect of resilience being prominent and recognisable under
different contexts (UK Government, 2012). Hence, different models may illustrate aspects of resilience
that have a different importance under different conditions.
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However, caution needs to be exercised as the vast majority of resilience concepts, measurement
tools and analytical frameworks are based upon simplified “low dimensional” extracts of a very
complex multidimensional reality (Gao et al, 2016), and can never capture the breadth or depth of
contributing and influencing factors and their interactions.

However, with this limitation in mind, the various resilience models are worth exploring as they each
give an insight into different aspects of this convoluted resilience puzzle, parts of which will
predominate under different conditions. These various models can be characterised into related
‘families’ of ideas (Figure 4), which include:

e Soft/hard capability models.

e Scalar models.

e Categorisation models.

e Conditional models.

e Systems and subsystem models.
e High reliability models.

e Resilience engineering models.
e Attribute models.

e Domain specific models.
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Binary models

Figure 4: Overview of resilience models

Soft/hard capability models of resilience

It has been suggested that resilience takes two broad forms: ‘hard resilience’ associated with the
strengthening of structures and infrastructure, and ‘soft resilience’ associated with a system’s ability
to absorb, adapt and recover (Moench, 2009). Independently, Gibson and Tarrant (2010) discussed a
number of emerging resilience models that combined concepts of hard ‘what we do’ (structural,
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functional, procedural, and resource) contributing elements, along with softer ‘how we go about it’
contributing elements (cognition, decision making, leadership, teamwork, trust, etc.). An updated
adaptation of the combined models thinking is provided in Figure 5.
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Figure 5: VUCA*® resilience model

Scalar models of resilience

One of the most common mistakes is to view resilience as a binary concept (Bourbeau, 2013), where
a system (or element of a system) is regarded as either ‘resilient’ or ‘not resilient’, rather than thought
of as a scale or spectrum of resilience (for example, ‘low’, ‘medium’, high’). Just as disruption can be
experienced over a range of scales, so too can resilience, where the same system may demonstrate
different types and levels of resilience under different conditions, and over different time periods.
Different types of resilience may also be exhibited by a system in response to a repeat of the same
type of disruptive event.

It is important to consider over which scale resilience is being considered, or which scale applies to a
particular context. For example, an organisation may demonstrate immediate resilience to a
catastrophic failure of critical infrastructure, but not be resilient over the long term (for example,
revenue progressively reduces due to increasing numbers of customers failing due to the compounded
effects of the original disruption). Similarly, a single company may demonstrate poor resilience to a
disruption, to which the wider sector proves to be highly resilient.

18 VUCA: a way of describing the context (strategic and operating environments) has high Volatility, Complexity,
Uncertainty, and Ambiguity. Alternate concepts include TUNA (Turbulence, Uncertainty, Novelty, Ambiguity).
This is characteristic of the conditions from which disruption often emerges, and the conditions that many
organisations are increasingly facing.
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When considering scale in resilience the effects of interconnections and feedback loops between
different levels of the scales also need to be considered, as the lowest level of scale may have a
profound influence on the highest level of scale, and vice versa. In complex systems, emergent
behaviours (both beneficial and harmful) often arise from within these interscalar ‘feedback loops’
(Albani and Kupers, 2014).

There are several different scalar models of resilience:

i) Durational scale resilience model

Resilience can be expressed as an outcome with a duration of different periods of time, for example:

e Short term resilience: the affected system is able to cope with disruptive conditions and their
effects for a short period of time (duration of hours or days). However, if the disruption is more
prolonged, then capability and performance may progressively degrade to the extent that the
system is no longer regarded as resilient. For example: “we survived the flood but could not get
our customers to return”.

e Medium term resilience: the affected system is able to cope with the disruptive conditions and
collateral effects for weeks to months following a disruptive event. However, it proves to be
unsustainable in the longer term. For example: “after the new tech startup appeared, we
continued to have good sales for the following 6 months, but then our customers just seemed to
disappear”.

e Long term resilience: The affected system is able to achieve a sustainable and acceptable mode,
and level of operation for a prolonged period of time. For example: “we have not just survived but
continued to grow despite the severe economic downturn in the local economy over the last few
years”.

i) Temporal onset scale resilience model
Resilience can also be expressed according to different times of onset of the outcomes, for example:

e Precursor resilience: a system is able to affect emerging conditions before they exceed a
disruptive threshold. For example, a society addresses social conditions before civil unrest
develops.

e Immediate resilience: A system may respond effectively to conditions immediately they
become disruptive. For example, backup power capability allows an organisation to keep
operating during and in the immediate aftermath of a widespread power failure.

e Delayed resilience: A system is adversely affected during and in the immediate aftermath of
a disruption (i.e. shows low resilience), but is able to demonstrate increasing resilience as the
disruption progresses. Delayed resilience often occurs where, for instance, external resources
become available to assist in recovery. For example, “although our community was devastated
by a bushfire three years ago, most of the houses lost have since been rebuilt, old residents
have returned, a good level of commercial activity has been reinstated and we continue to
attract new residents, businesses and tourists”.

Duration and onset scales are non-exclusive and are often seen together as a resilience characteristic.

iii) Focal scale resilience model

Different levels or viewpoints of a system may demonstrate different levels of resilience, such as
where a system exhibits high resilience at a macro scale, but demonstrates lower resilience at a
microscale (and vice versa) under the same conditions. For example, an organisation may demonstrate
overall high resilience, whilst a number of its systems or functions demonstrate low resilience and are
severely impaired by changing conditions.
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A key aspect of focal scale resilience relates to how the different scales interact and influence each
other (Walker et al, 2004). Different scales may also demonstrate changing resilience over the
duration that disruptive conditions are present. Activities that strengthen or promote resilience at one
scale, can result in resilience being degraded at another scale, and can hide other more fragile and
failing elements of the system at another scale. For example, focal scale resilience could be expressed
in terms of structural, hierarchical and geographic scales (Figure 6). Or in terms of other scales, such
as:

e Flow scale: sub-process, process, function, system, multisystem, etc.

e Spatial scale: office area, floor, building, site, road, neighbourhood, city, region, etc.

e Industry scale: company, alliances, sector, economy, etc.

e Multiple combinations of any of the scalar models.
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Figure 6: Focal scale resilience — organisational example

iv) Threat scale resilience model

Resilience may be observable along a threat scale, where a system proves to be resilient to some
aspects or effects of a disruptive event, but highly vulnerable or susceptible to other aspects (different
foci of threat). Variations in resilience may also be observed during the evolution of developing
disruptive conditions, where resilience fluctuates as the nature of the conditions change during a
disruption.

Categorisation models of resilience

i) Origins schema models

A number of publications consider different aspects of resilience according to the origin of this
resilience (Patel et al 2017; Matelli, 2016; Giezen et al, 2015; Lampell et al, 2014; Walker and Salt,
2012; Rajamaki et al, 2012; Pellissier, 2011; Burnhard and Bhamra, 2011; Grafton et al, 2010;
Sapountzaki, 2007; Rose, 2007; Adger et al, 2005; Rose, 2004; Klein et al, 2004). The origins schema
models suggests that resilience could occur as one or a combination of:
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e Inherent resilience: pre-existing capability of the system, usually arising from a combination of:

o innate resilience: the capability for resilience that is already present in a system. Not
having been purposely designed for specific resilience, it is often an unplanned ‘bonus’
supplementary to the main functional purpose of the system element;

o designed resilience: resilience capability that is purposefully planned and incorporated
into the system’s design and build.

e Reactive resilience: the resilience capability is enacted as a direct response to the stress of a
potential disruption, for example deploying contingent arrangements.

e FEvolving and adaptive resilience: the system adapts to the changing conditions, introducing
additional or different capability and thereby increasing resilience to the stressors.

i) Elemental schema models
Elemental schema portray resilience as a result of the elements or components of a system and
include different types of ‘lenses’ through which resilience could be viewed (Albani and Kupers, 2014):

Structural resilience model:

The structural resilience model postulates that resilience arises through the collective contributions
of the tangible elements of the system, such as infrastructure, built environment, plant, networks,
people activities, processes, organisational structure, etc. A key aspect of structural resilience is often
the presence of modularity (US National Park Service, 2017; Witt and Smith, 2017), where individual
systems elements can be compartmentalised into discrete clusters (or modules). Should one module
fail or have errors present, it can be isolated from the operation of the whole system, and ‘fixed’ or
replaced with minimal disruption.

Integrative resilience model:

In the integrative resilience model, it is the manner in which a system’s elements relate to each other,
interconnect and interact, and their interactions with other systems, that contribute to resilience.
These interactions extend the thresholds at which change would otherwise have a degrading effect
on individual elements in isolation. That is, collectively the elements are better able to cope with the
stressors, than they are as separate elements (i.e. one of the key attributes of a complex system). The
concept of social capital (Adger, 2000) illustrates these interconnections within human systems by
way of the development of ‘trust’, ‘sociability’, ‘collective commitment’, and ‘reciprocity’ (Chen et al,
2013), and other resources that are created, by or only accessed through social networks (Norris et al,
2008) and that collectively enhance resilience.

Transformative resilience model:

The transformative models are associated with resilience that occurs over the longer time frame of a
disruption and beyond. This includes a system’s ability to apply foresight and anticipate, experiment
with solutions, reorganise, adapt and ‘reinvent’ itself. From an organisational perspective, part of the
system’s ability to transform lies in the extent of its polycentric governance (Ostrom, 2010), providing
multiple points of authority and decision-making within the system. Such distribution of decision-
making increases agility and flexibility, allows for more experimentation and innovation, and is more
suited to the demands of complex environments, compared with the more restrictive hierarchical
decision approaches that operate successfully in more linear environments.

iii) Trajectory schema models
Trajectory models of resilience propose that different aspects of resilience can become apparent over
time, during and in the aftermath of a disruptive event. Variations of this model have been particularly
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explored in the response to psychological stress (Norris et al, 2009; Layne et al, 2007) where, following

exposure to a potential trauma, an individual can follow a number of possible trajectories. Similar

trajectories can be ascribed to other domains and types of systems:

e “Resistance”: where the onset of disruption or dysfunction is prevented or minimised because of
the system’s capabilities to block the effects of the stressors.

e “Recovery”: the return to pre-event!® or normal functioning, following a period of disruption or
dysfunction.

e  “Relapsing/remitting”: where the dysfunction or disruption is ‘managed’, but recurs and follows
a cyclical or repeating course of disorder.

e “Delayed dysfunction”: where further dysfunction or disruption emerges sometime after the
disruptive period has passed. In psychological terms this is often represented by post-traumatic
stress disorder (Orcutt et al, 2004).

e  “Chronic dysfunction”: where the disruptive impacts persist for long periods of time beyond the
disruptive event.

Conditional models of resilience
Conditional models explain resilience in terms of the different states that a system may experience in
relation to its context, stressors, etc.

i) Capability resilience model

Capability models portray resilience in terms of the different capabilities that may exist prior to, or

after a disruptive event (Boin and Van Eeten, 2013):

e “Precursor resilience”: characterised by a capacity for disruptive shocks to be absorbed
‘gracefully’, and for change to be accommodated without a catastrophic failure.

e “Recovery resilience” where different structures, capabilities and strategies are used to restore
required performance following a disruptive event.

i) Static versus dynamic resilience models

In these models a system may demonstrate resilience in two broad ‘forms’ (Rose and Krausmann,

2013; Rose 2007):

e ‘Static’ resilience where the system is able to maintain function (as is) in the face of a stressor
(such as a sudden unexpected shock) and ‘resilience’ is achieved without repair to, or adaptation
of the system.

e ‘Dynamic’ resilience where the focus is on maintaining efficiency as conditions change, even
though the nature of the function may change.

iiii) Specific resilience versus generic resilience models

This is more of a concept about how we observe resilience in action and how we try to describe it,
than an actual property per se. Specific resilience is resilience that is ascribed to a specific challenge
(for example resilient during an earthquake), whilst generic resilience relates to the capability to deal
with a wide range of different challenges (B6ggemann and Both, 2014).

19 Note that whilst a return to the previous functioning state may be appropriate in psychological and
engineering terms, the concept of ‘bounce back’ has little relevance for many other systems. Recovery in such
systems instead becomes the transition to a new acceptable or desired state.
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System models of resilience

A great deal of the literature on resilience, considers the subject matter from a systems? perspective.
A system is often defined with respect to assigned boundaries. However, many systems encountered
in the day-to-day life of an organisation (which is itself a system) are open systems where the
boundaries are ill defined and extremely porous, interacting and exchanging with other systems.

When a system, such as an organisation (or parts thereof) is operating within the expected conditions
for which it is designed — i.e. day-to-day operations, this is often referred to as a ‘business-as-usual’
or the ‘routine’ state. When a system boundary is exceeded, feedback mechanisms promote a change
in structure and functionality of the system — driving it to different transition states (Walker et al,
2006). When a system is subject to conditions that exceed those expected ‘designed for’ boundaries,
and functionality degrades below an acceptable threshold, this is referred to as a ‘disrupted state’.
Where a system’s functionality and performance remain within acceptable limits under such
potentially disruptive conditions- it is referred to as a ‘resilient’ state (Folke et al, 2010).

A resilient system has been defined as one that has a reduced probability of failure, but should failure
occur — the system experiences reduced adverse consequences, and takes less time to recover
(Bruneau and Reinhorn, 2007). It has been proposed that system resilience can be explored through
applying a ‘dimensional lens’ based on what types of stresses a system is exposed to (‘resource
stresses’, ‘societal stresses’, ‘acute event stresses’, etc.) and how the system responds to these
stresses (Albani and Kupers, 2014).

i) The property perspective

There is a common assumption that resilience is a property of a system and networks of systems, and
as a property it can be detected, observed, described, measured and, ultimately, developed and built
(Fraccascia et al, 2018; Darling and Coté, 2018; Ganin et al, 2016). Conversely, it is also arguable that
resilience is a socially constructed artefact (Christmann et al, 2012; Walklate et al, 2018; DeVerteuil et
al, 2016). Resilience is really a label an observer gives to the system’s performance under stress,
relative to an arbitrarily decided threshold. The observer makes an arbitrary decision (based on a
range of assumptions) about what constitutes resilience and what does not. As such, resilience only
exists in the mind of the observer, and as the observer’s perspective changes, so does the concept of
resilience. This may go part way to explaining why the concept of resilience, particularly with respect
to organisational resilience, has been so difficult to tie down and achieve an agreement on definition,
‘composition’, and the ability to achieve a state of being ‘resilient’.

Some organisations do perform better than others under both routine and some non-routine
conditions. They achieve this through a wide range of interrelated, interdependent and intersecting
capabilities, that when applied become detected as properties of the system. As conditions vary, so
different system capabilities and hence properties may behave differently. At different times and
under different conditions, different system capabilities will contribute more or less to the observed
organisational performance.

i) Trade-off
The concept of ‘trade-off’ is often neglected in considering resilience. A ‘resilience attribute’ that
provides advantage under one set of conditions for a system, may provide a disadvantage under other

20 Where a system is a collection of interdependent and interacting elements that work together to form a
unified entity, the functionality of which is usually different to and greater than the functionality of its separate
component parts.
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conditions. Resilience therefore becomes a trade-off between the collective benefits and disbenefits
of a system’s attributes. The balance of this trade-off may be an advantage under some conditions
(contributing to increased resilience), but a disadvantage when these conditions change (contributing
to lowered resilience). Such trade-off can be seen in the tension between allocating resources to
improve BAU efficiency and productivity, versus investing in adaptive capacity to deal with future
challenges and stresses (Patterson and Wears, 2015). For example, maintaining surge capacity would
provide advantage under conditions of sudden workload demand, but would be a resource and
financial burden under conditions of declining workloads. In other words, resilience capability comes
with a price.

The ETTO principle, ‘Efficiency Thoroughness Tradeoff (Hollnagel, 2009), describes the balance in
decision-making and operating between ‘being efficient’ and ‘being thorough’. As efficiency (with a
focus on reducing cost and time requirements) is elevated, then thoroughness (time and resources
spent on situational awareness, sensemaking, thinking, planning, error detection, etc.) decreases.
Conversely, as the focus on thoroughness increases, efficiency will necessarily decline. As conditions
change, the balance between, and the relative importance of efficiency and thoroughness is likely to
change. Being able to deliberately adjust this balance appropriately to changing conditions would
make an important contribution to resilience.

iiii) Innate variability

Recent thinking in safety systems, such as ‘safety II’ and ‘resilience engineering’ considers that the
innate variability of a socio-technical system is a source of both ‘success’ and ‘failure’ (Lundberg and
Johansson, 2015). Extrapolating the concepts of error and safety from safety Il thinking (Dekker, 2015)
we can visualise some of the difficulties in trying to ‘build resilience’. All systems will tend to transition
to lower resilience and failure over time in the absence of continuing attention to detect and
anticipate change, and a continual evolution of systems capability to accommodate that change. Thus
what may be regarded as ‘high resilience’ today will progressively degrade if not sufficiently
maintained and adapted.

iv) Sustainability

Many systems demonstrate the ability to survive and thrive over long periods of time, dealing with
substantial variations in conditions. In such cases the term ‘sustainability’ is often applied. Some
authors regard ‘sustainability’ and ‘resilience’ as completely distinct concepts, even at times
antagonistic to each other (Elmqvist, 2017). ‘Sustainability’ has been regarded as maintaining an
unchanging state (Harm and Craig, 2014), whereas resilience has been viewed as an ability to deal
with unexpected or ‘surprise’ variability. Conversely, other authors see the two concepts as
complementary, with a recognition that resilience can make an important contribution to
sustainability, and sustainability can make an important contribution to resilience. However, neither
resilience or sustainability is sufficient alone to establish the other (Derissen, 2014).

v) State transition models of resilience

When a system is affected by changing conditions, it can either resist or absorb the effects of change
and remain in the same state, or it can transition to a different state. That different state may be stable
and become established, or may be unstable (or undesirable) and exist only temporarily before
transitioning to a new different state. These transitions will continue to occur until a stable end state
is reached, or until the system degrades and eventually collapses.
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When stressors result in system transition to a degraded temporary state — the system demonstrates
low short-term resilience. If this temporary state transitions to a higher performing longer term state,
then the system can be said to have regained longer term resilience. A resilient system should be
continuously adapting to the challenges of its changing environment, therefore attaining a ‘stable’
end state may not be a desirable attribute of a highly resilient system. Rather this resilient system is
more likely to exist as a dynamic fluid state, regularly undergoing lesser or greater state transitions as
it continues to adapt.

This brings us to the concepts of equilibrium and stability that prevail in many of the domain specific
concepts of resilience. Whilst a return to equilibrium, or ‘bounce back’ to the pre-existing state, may
be appropriate for some of these domains (such as engineering or ecology), it is far less appropriate
for socio-technical systems (such as an organisation, community, infrastructure networks, etc.).
Equilibrium suggests achieving a stable state (i.e. not moving, unchanging), until forced to a new
equilibrium state. When applied to sociotechnical systems, any narrow interpretation of this concept
becomes self-limiting. For example, most organisations are constantly seeking to change something
about their operations: to improve existing or build new capabilities, expand into new markets,
streamline for efficiency, improve performance, etc. All of which require stepping out of an
equilibrium state — continually transitioning to a new state. This can mean that organisations are
continually transitioning across multiple equilibria, or that organisations are in a constant state of flux.
Resilience concepts that promote an equilibrium concept and advocate for a return to the original
equilibrium state are a poor fit for socio-technical systems and for contemporary organisations
(Pendall et al, 2010).

v) Highly Optimised Tolerance Model

Many systems demonstrate highly optimised tolerance (HOT), being able to perform well in the
routine operating conditions for which they were designed (Carlson and Doyle, 2002), but are highly
fragile once the narrow threshold conditions are exceeded, at which point catastrophic collapse is a
probable outcome. The narrow tolerance boundaries of a HOT system usually occur as a result of
flawed assumptions present during the original design of the system, or during its subsequent
modification.

Application of business continuity plans provide one example of a HOT system. These plans are
designed with presently understood capabilities and certain potential future operating conditions in
mind. If a disruption occurs that is close to these imagined conditions, then the plan would be
expected to function as intended. However, if the actual conditions (or capabilities) are mismatched
to the plan, plans would not be appropriate to the conditions encountered, operating boundaries
would be exceeded, and the plan and the system would both fail.

The presence of HOT systems are highly problematic for resilience. An ability to accurately predict
future conditions and design appropriate measures months or years in advance, is beyond the
capability of most contemporary continuity management approaches. Systems with high resilience
have established more extensive and more fluid operating boundaries that allow them to cope with a
broader range of potentially disruptive conditions, beyond those usually associated with business
continuity arrangements. This emphasises the importance of adaptive capacity which allows
boundaries to continue to extend as disruptive conditions continue to evolve in novel ways.

One of the challenges for improving resilience is determining the extent of existing system boundaries,
since the only effective way to determine the boundary of any system is usually to cross it.
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vi) Panarchy resilience model

The panarchy model of resilience proposes that organisations experience nested loops of adaptive
cycles (Holling and Gunderson, 2002), whereby change occurs through a cycle of system evolution.
Most systems eventually achieve a state of maturity and become stabilised, conserved and rigid. As
conditions change, this mature system is unable to change progressively, becoming ossified and
eventually collapsing into a failing state. Where the system is able to respond appropriately to this
failing state, the system is then able to reorganize into a new higher resilient state, with the cycle
continuing to repeat over time.

It is also proposed that these cycles are nested, occurring at different scales and levels within an
system?? (Figure 7), and that the nested phases may not necessarily occur sequentially (Davoudi et al,
2013). This suggests that over time, as a system matures, it experiences declining resilience, unless
concerted and continual effort is applied to address system rigidity and conservatism.

Mature state

Development & /N Conservation
growth & rigidity
Resilience ++ Resilience -
[ New state ] [Ossified state]
Reorganisation System collapse
Resilience + Resilience --

Failed state

Figure 7: System maturity cycle — at multiple scales

Subsystem models of resilience

The subsystem models of resilience have similarities with some of the scalar models. The subsystem
models present a resilient system as an individual, team, organisation, collection of related entities
(such as an industry sector), or as networks of multiple interacting processes, information,
infrastructure, individuals and organisations. These systems are in turn composed of lower scale
systems (subsystems) that are capable of expressing uniquely different levels of resilience to the
overall system and to other subsystems. Depending upon the context, some subsystems will
collectively strengthen resilience, whilst other subsystems may weaken resilience of the overall

21 So could occur at a whole of organisation system level, or lower scale sub-systems

23



system (Linkov et al, 2013a; Vanderbilt-Adriance and Shaw, 2008; Walker et al, 2006; Larrabetti, et al,
2005; Regianni et al, 2001).

The relative benefits and disadvantages provided by these subsystems can vary over time, and vary
over different conditions. It should also be remembered that within complex adaptive systems the
resilience of the whole system will be different to the sum of the resilience of the individual
subsystems.

i) Societal domain models

Societal domain models are subsystem models that take a macro view of resilience (Figure 8) where
independently controlled domains of resilience, within a broader system of systems (e.g. a society),
interact to provide a higher collective resilience. This higher collective resilience in turn helps to
support and grow resilience in the ‘lower order’ domains.

Organisational
resilience

Societal
resilience

Community
resilience
ERIIETI[EET]

ainjonJjsesyul |eaRD)

Personal
resilience

Figure 8: Hypothetical example of a societal domain model

i) Organisational system models

Organisational resilience can also be viewed as a tightly nested domain model, where individual
systems and subsystems (such as the ‘financial system’, ‘HR system, compliance system, etc.)
contribute to higher order systems and to overall organisational resilience (Figure 9). Under any set
of conditions some subsystems will demonstrate resilience, whilst others may be highly vulnerable.
As conditions change, each subsystem may vary in its ability to express each of its ‘resilience attributes’,
and each of these individual attributes may change in the relevant contribution they make to overall
resilience. As the expression and relevance of these attributes can change over time (as organisational
context and operating conditions change) so the resilience of the system is expected to change, improving
or degrading.
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Figure 9: Hypothetical example of subsystems contributing to organisational resilience

High Reliability Organisation Models

The concepts of ‘high reliability organising’ and ‘high reliability organisations’ (HRO) emerged from
the study of safety critical systems in high hazard environments. The early work on HRO involved
experiences of nuclear power plants and navy aircraft carriers (Weick et al, 1999; Weick and Roberts,
1993; La Porte et al, 1988). The concept of HRO has since been extended from its original focus on
individuals and organisations, to a broader concept of high reliability networks (Berthod et al, 2017).
Much of the HRO research has focused on reducing the frequency and severity of accidents, although
it does have a broader application for further exploring resilience. The HRO concept, both as a model
and in practice has limitations (Leveson et al, 2009; Hopkins, 2007), including:
e lack of objective criteria and data for identifying and measuring HRO performance.
e The difficulty in identifying realistic early warning indicators, and in detecting change in them
in a context of weak signals and strong noise.
e The reliance on sufficient capacity and expertise dedicated to the collection and analysis of
data relating to error and potential failure.
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e Whilst there is significant case study evidence that demonstrates the benefits of migrating
decision-making closer to those with the requisite expertise, there is also evidence of
problems of decisions being made by those without an awareness of the broader implications
of their decisions (Marais et al, 2004).

e Continuing ambiguity about HRO concepts and definitions.

e Reluctance to maintain an open reporting culture.

e Restrictions on the effective prioritization of goals.

However, applying the broad HRO concepts may help counter the occurrence and effects of
disruption, improve reliability, and enhance organisational resilience. (Roberts and Bea, 2001).

HRO theory argues that the potential for disruption is a normal feature of systems, arising out of their
complexity (Leveson et al, 2009; Dekker and Woods, 2009). As complexity increases, coupling amongst
components increases, along with progressively increasing uncertainty about the nature of
interdependencies and interactions (inside and outside of the system). With increasing complexity
and uncertainty, comes the potential for increased vulnerability (Figure 10), and a small error or other
perturbation in one part of the system can give rise to a significant failure in another part of the system
(an asymmetric effect). In the ‘average’ organisation, control systems should catch and correct these
small errors and remove or minimise their effects. However, as volatility, turbulence, novelty,
complexity, ambiguity and ultimately uncertainty, increase, the more likely it is that these control
systems will be overwhelmed, and a disruption occur.

Simple linear system Complicated system Complex system

0—0—0

Low uncertainty in: Increasing uncertainty in: Very high uncertainty in:
- Elements - Elements - Elements
- interdependencies - interdependencies - interdependencies

Low

High | Low High Low High

Disruption vulnerability Disruption vulnerability Disruption vulnerability

Figure 10: complexity, uncertainty and vulnerability?

HRO provides capabilities that increase the coping ability of operations (such as in extended BAU —
which extends the range of conditions over which routine operations can function), and improve
resilience to otherwise highly disruptive conditions. Research indicates that high reliability

2 simple linear systems cause-and-effect relationships are easily understood which allows inherent vulnerability to be
directly addressed. As complexity increases, the nature of the elements and their interactions within a system, become less
well understood. A small change within orimposed upon the system can have profound, asymmetric and unexpected effects,
increasing the system’s vulnerability to disruption and lowering its resilience to such disruption.

26



organisations share some common features that help them make better decisions that improve
reliability and adaptability, particularly in fast moving, highly uncertain situations. These capabilities
provide an improved ability to anticipate and make sense of change® and an improved capability to
make and enact decisions under both routine and adverse conditions (Figure 11). Although adopting
HRO principles on their own are unlikely to be sufficient for establishing high resilience (Tolk et al,
2015; Roe and Schulman, 2008), they nevertheless can make a useful contribution to improving
resilience in conjunction with other attributes.

Migrate expertise Commit to resilience
& decision making & learning

Enact decisions &
deal with surprise

Sensemaking
& anticipation

Avoid
oversimplification

Focus on error
& failure

Situational
awareness

Figure 11: The high reliability organising model

Improved sensemaking and anticipation
High reliability organisations demonstrate highly effective sensemaking by:
e Continually updating current situational awareness and anticipating potential future change.
e Reducing hidden complexity and uncertainty through paying attention to and avoiding overly
simplistic explanations of how the world (and their organisation) works.
e Paying attention to error and failure (monitoring and surveillance) to enable early warnings
to be acted upon.

Situational awareness: High reliability organisations are constantly seeking to better understand their
environment and their operations, in particular they endeavour to capture a deep understanding of
the gap between formal operating landscapes®* (work as ‘imagined’, ‘designed’, or ‘reported’) and

23 Also referred to as organisational mindfulness (Vogus and Sutcliffe, 2012)

24 |n most organisations, there is a perception and belief about how functions operate (work as imagined). However, reality
is often very different and there is often a big gap between those beliefs and what actually happens (work as done). This gap
often occurs as a result of the normalisation of deviance (discussed in more detail later), a process by which unofficial
shortcuts and other changed practices gradually accumulated to become an accepted norm. This gap in understanding has
a range of ramifications: functions behave in unexpected ways; planned changes do not achieve expected results; controls
and capability are less effective than expected; uncertainty and surprise are more frequently encountered.
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informal operating system landscapes (work as performed). Improved sensemaking provides an
understanding of what is happening now and helps anticipate what could happen in the future (Weick
and Sutcliffe, 2015; Hopkins, 2002) — helping better informed decision-making.

A high reliability organisation invests heavily in ensuring that its people are on the lookout for the
unusual. It is not possible for any one individual (or even an organisation) to be aware of everything,
all of the time. However, HRO, through situational awareness and sensemaking, promotes those issues
where vigilance is particularly important. This requires that organisational leadership develops an
acute understanding about what is happening at the front line, whilst at the same time avoiding any
temptation for micromanagement.

Equally important for sensemaking is ensuring that everyone in the organisation (and often key
external stakeholders as well) understand where they fit within the ‘big picture’, emphasising the need
for continual communication, and establishing a culture that supports such open communication. This
also requires that individuals are capable of organising their own work in a way that builds situational
awareness and sensemaking (and encourages them to do so). The incident command system is one
example of where a formal structure can greatly assist in situational awareness, sensemaking and
establishing a common operating picture (Bigley and Roberts, 2001).

Avoiding over simplification: Leadership needs to be aware of the complexity within their strategic
and operating contexts, and understand that the natural tendency to simplify actually creates hidden
complexity. It is out of such hidden complexity that future ‘surprises’ often emerge to threaten
resilience. High reliability organisations avoid oversimplification, try to be suspicious of what appear
to be simple explanations, learn to look beyond the obvious, and challenge assumptions.

Focusing on error and failure: High reliability organisations dedicate significant time and attention to
recognising and thinking about error, and dealing with failures whilst they are still small. Part of this is
cultural, viewing error as a learning and improvement opportunity, rather than something to be
covered up or downplayed.

Improved capability to enact decisions

HRO recognises the difficulties in establishing comprehensive situational awareness and in
anticipating future change. Therefore, there is a strong emphasis on being able to make effective
decisions ‘in the moment’, being able to implement those decisions, and being able to learn from
those decisions and actions. High reliability organisations achieve this through:

Migrating expertise and decision-making: High reliability organisations recognise that those towards
the top of the hierarchy do not necessarily have the appropriate expertise or ability to lead and make
decisions in all situations. As conditions change, the required expertise will be held by different
individuals that may be at different levels within an organisation (Chassin and Loeb, 2013). HRO’s have
leaders that understand this, know where the requisite expertise lies, and are willing to transfer across
leadership and decision-making to the most appropriate individual. This has the effect of ‘pushing’
problem solving and decision-making down to the lowest practicable (capable) organisational level.
Such situational leadership is an essential element of effective operation within a team, with team
effectiveness determining how well HRO (Baker et al, 2006) and resilience will be realised.

Situational leadership starts in preparedness. People and teams are trained how to recognise
developing disruptive conditions, and how to respond and react to those conditions. This kind of
capability does not often occur naturally, but requires time and money to be spent on training people
how to think and act in these situations, and providing time for them to practice these skills. It also
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requires an empathetic leadership that avoids creating rigid hierarchies and allows decision-making
to migrate down to those in the best position to make those decisions.

Committing to resilience and learning

A high reliability organisation develops over time using its experience of prior error, failure, what went
well (and also what had no effect) to develop a ‘corporate memory’ and to use this learning to improve
system capability and performance.

This commitment to resilience also involves understanding the ETTO principle (see previously) and
balancing the tension between efficiency and reliability. For many non-HRO organisations, this
balance is adversely shifted by inappropriate incentive systems that reward or force poor practices
that provide short term returns, and discourage or punish more effective longer term practices
(Alvesson and Spicer, 2017; Bircham and Connolly, 2013).

Ultimately, this ‘commitment to resilience’ involves leadership embracing the HRO principles and
supporting and encouraging others in the organisation to do likewise. This can be operationalised
through policies and procedures, budget and resourcing decisions, and by management behaviour. It
may also require reorganisation, in particular developing new structures that enable the locations of
relevant knowledge and expertise to make decisions and function cooperatively.

A modern aircraft carrier is a characteristic example of an HRO, particularly in its flight operations.
Each of those different coloured shirts on the flight deck designates a different role, and a different
type of expertise and decision-making authority, that is recognisable and accepted by the rest of the
organisation. This allows a higher frequency of take-offs and landing than the busiest commercial
airport, and on a ‘runway’ that is moving horizontally, and vertically, whilst pitching and yawing.

A cautionary note

The HRO concepts have been derived from organisations that consistently demonstrated high
performance under potentially highly disruptive conditions. These same principles are also consistent
with many of the contemporary ideas about resilience, and hence should be expected to contribute
to overall resilience. The deliberate transformation to HRO capability has been demonstrated
successfully for a number of small teams or parts of an organisation, for example, surgical teams in
hospitals (DOD, 2017; Weaver et al 2014; Hines et al, 2008). However, attempts to deliberately
engineer an entire organisation into an HRO have been problematic (Casler, 2014), and there may be
limitations as to the size and complexity of a system to which HRO can be applied.

Resilience engineering models

The field of resilience engineering has focused on system safety, but provides concepts that are more
widely applicable to resilience in general, and to organisational resilience specifically. Resilience
engineering has indicated that there are four broad capabilities required for resilience (Hollnagel et
al, 2011):

e Knowing what to expect —anticipation.

e Knowing what to look for — monitoring.

e Knowing what to do — responding.

e Knowing what happened —learning.

The Systemic Resilience (SyRes) model (Lundberg and Johansson, 2015) expands upon these
capabilities:

29



i) Event based constraints: this represents the conditions and other contextual factors (such as
organisational vulnerabilities?®) that the resilience system must cope with. This also includes how
core goals and objectives are regarded, as under certain conditions the relative importance and
priority of some of these goals and objectives may change.

ii) Functional dependencies: the functions deployed by a system in order to cope with events and
their constraints. This comprises six functional dependencies:

Anticipate the event - an early step that provides insight in to what could happen and thereby
provides the targets for surveillance and monitoring. Anticipation requires an ability to
foresight — an example of using ‘requisite imagination’ (Westrum, 2006).

Surveillance and monitor for signals of developing conditions, based upon the insight gained
through anticipation. A key organisational requirement is the ability to interpret these signals
(Johansson and Lundberg, 2010).

Respond by undertaking actions as a result of monitoring outputs, this may involve applying
existing capability, implementing designed and prepared capability, or undertaking
modification (adaptation) of capability.

Recover which includes immediate relief and restoration as well as longer term repair,
recovery, and rehabilitation.

Learn, learning is essential to ongoing resilience (Comfort et al, 2010) and involves capturing
and implementing the learning from anticipation, monitoring, responding and recovery.

iii) Adaptive capacity: the adjustment of capabilities (such as the functional dependencies above) to
meet the needs of a developing situation.

iv) Strateqy: the manner in which the resilience functions are approached, and involves consideration
of one or a combination of:

Avoidance: temporarily removing the system from the threat. For example, temporarily
evacuating an exposed population.

Immunisation: permanently separating the system away from the threat. For example, the
permanent relocation and resettlement of a community.

Control: attempts to control either the development of the threat, or its effects. For example,
suppression of a fire with a sprinkler system.

Rebuilding: repairing the system following the event.

Knowledge: facilitating improvisation, learning, and informing and driving improvement.

Resilience Typology Model

Four different (often contradictory) broad concepts of resilience have been described (Woods, 2015;
Lundberg and Johansson, 2015) that reflect an increasing maturity in conceptualisation:

Resilience 1 - resilience as rebound: the concept of rebounding or bouncing back to previous
functionality following a disruption (see ‘curiosities and false starts’ previously). It has been
suggested that these pre-existing (prior to the event) resources and capabilities may have more
influence on this form of resilience than other resources and capabilities that are mobilised or
acquired after a disruptive event (Finkel, 2011; Lagadec, 1993).

Resilience 2 - resilience as robustness: where a system is able to absorb the effects of
perturbations. Whilst Woods (2015) distinguishes robustness and resilience as separate concepts,
alternative arguments place it squarely within the resilience domain (Welsh, 2014).

25 Note that some vulnerabilities may be present but latent during routine conditions, emerging as the system is placed
under increasing stress by evolving non-routine conditions. Some vulnerabilities will also be created as a result of the effect
of these changing conditions. Collectively these emergent vulnerabilities contribute to the system’s brittleness.
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e Resilience 3 - resilience as graceful extensibility: the ability to ‘stretch’ capability in response to
disruption, such as in ‘extended business as usual’, and in doing so deal with any ‘brittleness’?® in
the systems involved.

e Resilience 4 - resilience as sustained adaptability: where complex adaptive systems are seen as
nested layered networks (Alderson and Doyle, 2010).

Attribute models of resilience

Attribute models describe resilience in terms of the attributes or characteristics that are believed to
contribute to improved resilience. Such attribute models can only account for a small amount of the
total factors that could contribute to resilience, whilst possession of these attributes themselves is no
guarantee that a resilient outcome will be achieved. Some organisations demonstrate these attributes
within a routine state, but can exhibit variable resilience under non-routine conditions. This may be a
reflection of a combination of: vulnerabilities of these attributes that emerge under certain conditions,
the relative appropriateness of these attributes and interactions across attributes under different and
changing conditions.

Foundational attribute models

Arange of different models postulate that resilience is built upon a number of dimensions or attributes

(Cutter et al, 2010; Norris et al, 2008; Bruneau et al, 2003), including such attributes as:

e Resistance: a system’s ability to withstand the effects of stressors, without inducing any change
within the system. This embraces the concept of ‘fault avoidance’, where the system elements
are less likely to develop faults when placed under duress (Avizienis et al, 2004)

e Robustness?’: the ability of a system or its constituent elements, to cope with some degree of
enforced change, without experiencing unacceptable deformation, degradation or loss of
functionality. This embraces the concept of ‘fault tolerance’ where faults may be present, or
develop under stress, but the system can cope with the effects of such faults (Avizienis et al, 2004).

e Redundancy: the ability to cope with a change induced impairment of a system or of its
constituent elements, by employing additional or alternate capability.

e Rapidity: The ability to respond to a changing situation, and avoid failure, reduce impairment and
harm, or recovery functionality in a timely manner.

Other (trait-based) models present resilience as a result of traits or behaviours by which individuals,
teams or organisations operate (Harries et al, 2018; Burnard et al, 2018; Barasa et al, 2018; Patriarca
et al, 2018; Hollnagel, 2018; Chmutina et al, 2016; Kaste et al, 2015; Schmidt et al, 2014; Zobel and
Khansa, 2014; Akgiin and Keskin, 2013; McCoy and Elwood, 2009; Nemeth, 2008). Whilst these traits
and behaviours are seen as being complementary towards each other (Nemeth, 2008), depending
upon how they are applied, traits can be both beneficial and harmful (usually deleterious when a
behaviour is taken to extreme, or becomes inappropriate to a new developing context).

26 The concept of brittleness concerns a system’s behaviour and performance as its routine operating boundaries are
exceeded (Woods and Branlat, 2011). When boundaries are exceeded, system performance and integrity degrade suddenly
and rapidly, as seen in highly optimised tolerance.

27 Resistance and robustness are regarded as fragile approaches (Longstaff, 2005), being strategies that are effective over
only a limited range of conditions (see earlier discussion on highly optimised tolerance).
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A range of traits and behaviours have been associated with enhanced system resilience, including:

e Anticipation: expecting the unexpected.

e Challenging: preconceptions and assumptions.

e Being willing to take advantage of serendipity.

e Possessing trust and being willing to go beyond imposed obligations.

e Awareness: of limitation of available data and of the effects of cognitive and perceptual bias
on sensemaking and decision-making.

e Using intuition, rather than relying solely on linear analytical thinking.

e Using innovative ‘out of the box’ thinking

e Using experimentation as a route to innovation, and recognising and accepting that
experimentation means making errors and learning from them.

Evolving attribute model of resilience

These foundational trait models can be further expanded upon to develop an evolving common
attribute model (Figure 12). This model recognises that various attributes may contribute to system
resilience at different times during the ‘lifecycle’ of a disruption, and that the relative contribution of
these attributes will vary as conditions change, and as a disruption evolves. For example, anticipative
capabilities may be more important in the lead up to and in the early stages of a disruption. If a
situation degrades into a significant disruption than adaptive and transformative capabilities are likely
to be of more importance.

The model addresses the key attribute areas of:

i) Anticipative capabilities for detecting changing conditions.

i) Proactive and preventive capabilities that modify the likelihood of a potentially disruptive
event occurring.

iii) Preparedness and protective capability that modifies the likelihood of the system actually
being disrupted.

iv) Responsive capabilities that modify the extent and severity of disruptive impacts on the
system.

V) Adaptive and transformative capabilities that modify the system’s interaction with the

disruption, and align the system with the changing environment.
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Figure 12: Resilience attribute model

i) Anticipate potential future disruption

The operating environment for most organisations is incredibly complex, there is usually significant
uncertainty about what could happen in the long term, what might happen in the foreseeable future,
and what could be happening right now that we cannot see.

The ability to make decisions and change current behaviour based upon forecast potential futures
has been described as anticipatory behaviour (Poli, 2009). This is an inherent capability of the human
mind and is regarded as a “core organising behaviour” of humans (Seligman et al, 2013). This capability
features in the vast majority of day-to-day decisions and problem-solving that we all make. The human
brain does not have the time or resources to access and review all learned experiences when making
a decision, it takes short cuts ‘identifying’ those which are more likely to occur — it anticipates.
However, anticipation does come with a cost (Seidl, 2014), and may misdirect attention.

Resilient systems interact differently with their environment as conditions change over time. More
passive systems only change as the stressors affect the system’s functionality. Dynamic systems are
more able to change earlier (during a disruption) or ahead of the disruptive effects. For a dynamic
system to operate in this manner it requires the ability, at a minimum, for improved visibility, and for
early detection of and sensemaking about changing conditions (Park et al, 2013; Craighead et al, 2007).
More optimally, it requires the ability to anticipate the potential for disruptive conditions to develop
in the future (Francis and Bekera, 2014). It is important to consider that resilience not only benefits
from anticipation about what events may happen in the future (Woods et al, 2013), but also from
anticipation about how the system may react to and cope with that future change and events.
However, the impossibility of being able to anticipate and prevent all future adverse events also has
to be recognised (Walker and Cooper, 2011).

The ability to anticipate is more than an abstract concept of predicting the future, and is regarded as
different to traditional forecasting and prediction concepts (Nadin, 2015). Anticipating involves being
able to foreshadow change by detecting early warning indicators of that change (Boyd, 2015 et al;
Poli, 2014), and is regarded as a characteristic of ‘super-complex’ systems. This requires understanding
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how a system’s key elements interact and form interdependencies (both internal and external), in
order to provide insight into how change in one area could affect change in other areas (Wildavsky,
1988). It has been suggested that multiple forms of anticipation exist (Hill, 2013; Wardekker et al,
2010; Nuttal, 2010; Riegler, 2001), that can all operate simultaneously and synergistically, but may at
times be antagonistic to each other (Poli, 2010), and may change in importance over time. including:
e Explicit (conscious) and implicit (unconscious) anticipation.
e Anticipation that merely looks into the future, and anticipation that is making sense of that
future and how it may impact upon the system.
e Temporal variants of anticipation, for example: micro-anticipation that occurs in a fraction of
a second (e.g. that is embedded within perceptions) to social anticipation that forms over
years.
e Anticipation that is focused inwardly within the system, and anticipation that is focused
outwardly.
e Anticipation that is based upon different mechanisms (psychological, biological, social, etc.)

It has been argued that anticipation and resilience are separate, if not antagonistic concepts (Seidel,
2014; Widavsky, 1998). However, this may be more a reflection of some authors’ more narrow
conception of resilience, or the belief that anticipation can only be effective where uncertainty is low.
However, there is growing support for viewing anticipation as a foundation for resilience (Williams et
al, 2017; Connelly et al, 2017; SmartResilience, 2016; Rahimi and Madni, 2014; Rogers, 2011,
Tschakert and Dietrich, 2010; Conway, 2008; Hamel and Valikangas, 2003; Kendra and Wachtendorf,
2003; Rerup, 2001). Just as neuroscience has shown us how the brain anticipates and intuits (through
pattern recognition and building neuronal network linkages), so a resilient system is able to monitor
for and detect patterns and anticipate how these may continue to change (Liu et al, 2013). There is a
compelling argument for including a formal ‘anticipation phase’ in the development of resilience and
disaster management arrangements (Yano et al, 2015; Rogers, 2011; Cabinet Office, 2005).

Anticipation has traditionally relied on techniques such as forecasting (using past experience and data
to model plausible future scenarios), and foresighting (which creates models of the future using
creativity rather than extrapolations from the past). However, the concept of anticipation is
problematic. The environment in which most complex systems exist is characterised by novelty and
the unexpected, where high levels of uncertainty are frequently present and encountered. Yet we
cannot predict the nature of novelty that we may encounter in the future. The role of anticipation
therefore becomes the search for tools that can be used to enhance our discovery and exploration of
this novelty (Miller et al, 2013), particularly avoiding the common fear of error that can so readily
inhibit anticipation. The role of sensemaking techniques is now coming to the fore in developing
anticipation (Sandberg and Tsoukas, 2020; Klein, 2017; Rosness et al, 2017; Siegel and Schraagen,
2017; Maitlais and Christianson, 2014; Bartlet et al, 2013; Klein et al, 2007).

Anticipation plays a key role in facilitating effective surveillance and monitoring capability to detect
changing conditions of interest (Figure 13). To establish a monitoring and surveillance system that is
capable of scanning for an unknown range of potential signals of changing conditions within a myriad
of ‘noise’ is an almost impossible task. We have to manage a balancing act, providing surveillance that
is broad enough to capture the unexpected, but specific enough to be manageable and
understandable. This requires an ability to anticipate broadly the areas of change that may require
some future intervention or response, providing some guidance on where, when, and how to look.
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Speculation
Speculation provides an important input into foresighting, it is a focus for anticipation, and in turn can
help “guard against fragility” (Bland and Westlake, 2013). Speculation involves thinking about the
range of potential futures, including:
e Probable futures — involving those things that are likely to happen, usually based upon an
extrapolation of current conditions, state and options.
e Plausible futures — things that could happen based upon our current state of knowledge and
our ability to link together ideas and patterns from multiple disciplines and observations.
e Possible futures —involves thinking about the wide range of things that could happen, beyond
what is just probable or plausible.
e Preferable futures — a consideration of those things that we would like to happen, usually
based more upon emotional rather than analytical considerations.

Effective speculation relies upon the knowledge of those participating, and their willingness to
challenge assumptions and go beyond what is accepted thinking. Recent advances in crowdsourcing
expert and lay opinion will substantially increase the ease of undertaking speculative activities and
their value (Wazny, 2017; Merrit, 2016; Gubanov et al, 2014; Bozzon et al, 2013). Techniques from
disciplines such as ‘speculative design’ and ‘creative disruptions’ (Resnick, 2011) can be applied to
developing speculation about future potential disruption.

Exploration

There are a range of approaches available to expand upon and explore the outputs of speculative
activities (GOS, 2017), the selection of which will depend upon the context within which the system is
operating.

28 Surveillance is a process by which signals of change are looked for continuously. Monitoring is a process by
which specific signals (indicators) are watched, episodically, in order to detect change. Alerting is the process by
which the identification of signals and indicators is communicated to others.
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These approaches include tools for:
e Gathering intelligence about potential futures (such as: ‘horizon scanning’, ‘7 questions’,
‘issues paper’ and ‘Delphi’).
e Exploring change dynamics (such as: ‘driver mapping’, ‘axes of uncertainty’, etc.).
e Describing potential futures (such as: ‘scenario development’, ‘visioning’, etc.).

Making sense

A wide range of tools and techniques have been developed to aid both individual and shared
sensemaking (Dennet, 2014; Paul 2010; Sharma, 2007; Soulier and Caussanel, 2002; Conklin, 2002),
as well as red teaming; KSAO (‘knowledge’, ‘skills’, ‘abilities’, and ‘other attributes’) analysis (Damos
and Weissmuller, 2011); experimentation (Ancona, 2011); narrative construction (Abofalia, 2010) and
naturalistic decision-making (Gore et al, 2018; Klein, 2005).

Intuition and pattern recognition

A pure reliance on analytical thinking techniques and tools will not provide sufficient insight to support
effective anticipation. The ability to make matches by comparing similar and dissimilar patterns in
contextual signals provides the basis for intuitive reasoning on which meaningful anticipation relies.
Our brains have a significant preference for information relayed as ‘stories’, and the ability to craft a
narrative about the outputs of speculation and exploration supports pattern recognition and intuitive
thinking.

i) Prepared and preventive capability

The ability to proactively deal with emerging issues, before they become problematic, can be a key
determinant of resilience, and in addition to anticipative capability, is also commonly associated with
a range of attributes, such as:

Vigilance and responsiveness

It is not sufficient to just be able to detect changing conditions, it is necessary that the system?® is
aware of the significance of those changes. The system must have capability to detect (surveillance),
recognise (monitoring) and signal the detected change. This system (or other interdependent systems)
must be able to understand (sensemaking) how the changing conditions could expose it to potential
disruption. Following which, decisions and actions have to be taken in a timely manner
(responsiveness).

Risk reduction

The management of risk can make an important contribution to promoting resilience, by reducing the
likelihood and consequence of potentially disruptive conditions (Christensen, 2015). More
importantly, when risk management goes beyond the constraints of standardised approaches (such
as COSO and 1S031000), it can also provide a means of addressing high uncertainty and complexity,
and improving decision-making under these conditions®’. However, there is a lack of robust published
evidence that clearly demonstrates the extent of the real contribution of risk management to
resilience. Conversely there is growing anecdotal commentary and published evidence that many
traditional risk management approaches may add little of value, often fail to deliver, and in some
circumstances may actually degrade resilience (Bostrom et al, 2020; Bryce et al, 2020; Golan et al,

29 |n reality the decision-makers and other actors within the system.

30 To address the limitations of earlier standardised approaches Australia has developed a new Standard
focussed on risk associated with high uncertainty, high consequence and low or unknown likelihood — AS/NZS
5050: 2020 Managing disruption-related risk. Other peak bodies, such as the Australian Risk Policy Institute have
also developed alternate approaches to deal with the uncertainty associated with systemic risk and vulnerability,
and the relationship of risk to resilience .
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2020; Horton, 2020; Ker, 2020; Kunreuther and Slovic, 2020; Menoni and Schwarze, 2020; Pegram,
2020; Richardson, 2020; Sharma, 2020; Trexler, 2020; APRA, 2018; Hodge, 2019; Stultz, 2008).

Protection of core identity

Ultimately, for a system to undergo change or transformation and still remain resilient, it must protect
its core identity. Core identity is expressed by a system’s purpose, objectives and values, against which
all of its activities should be aligned. Successful systems are capable of modifying their intent and
objectives to better align with changing conditions, even though the ‘core identity’ remains protected,
for example by:

e Preventing and protecting the system from what may be minor perturbations, but that could
have the potential to escalate to disruptive conditions if unattended. A resilient system
focusses not just on the prospect of disruption but also on the minor perturbations that occur
through business as usual (BAU) activities, i.e. resilience involves dealing with both the
expected and the unexpected change (Hollnagel et al, 2011). For example, this could include
extending business-as-usual capability, proactive risk treatment, etc.

e Avoidance, where actions are taken to avoid exposure to potentially harmful conditions. For
example, an emergency response team that is able to detect, make decisions and evacuate
from an increasingly dangerous location, is likely to be more resilient than another team that
remains in situ and relies on their equipment to protect themselves (Schmid and Pawlowsky,
2018).

A resilient organisation will adopt new and innovative ways of protecting (and achieving) its core
identity, particularly when they are challenged by unwanted and unplanned change. Over time, there
may be a need to adjust these objectives and values to align the organisation with a new direction in
which it may wish to proceed.

i) Prepared and protective

Whilst potentially disruptive conditions should be prevented from occurring, this may not always be
possible or practical. A highly resilient system is prepared for any disruption that could arise, is able
to respond in the initial stages to reduce disruptive consequences, and if necessary recover from
disruption. Preparation does not just involve building an emergency or contingent capability, but also
needs to consider strengthening the organisation to deal with the adverse effects of such a situation.
Preparation allows a range of different capabilities to be developed, which are effective at different
levels of complexity and adverse change (Figure 14).

For example, system reliability would be expected to operate only over a narrow range of change and
complexity. Once these thresholds are exceeded, then capabilities associated with resistance are
expected to become more important to continuing system performance. If the conditions facing the
system continue to degrade, the thresholds for resistance are in turn likely to be exceeded, and so on
with different capabilities. This does not necessarily mean that there will be a linear sequence of
activation and failure of these capabilities as they are progressively overwhelmed, rather it is the
relative importance of their contribution to resilience that differs as a disruption evolves.
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Figure 14: Key capabilities contributing to resilience
(dotted lines represent thresholds beyond which these capabilities are overwhelmed)

Reliability/Resistance/ Robustness

Areliable system provides expected levels of performance under the routine operating conditions for
which it has been designed (Shinozuka et al, 2004; Kundzewicz and Kindler, 1995), and remains
undisrupted by the normal day-to-day perturbations which it experiences. A reliable system should
be better able to operate over a larger range of threshold conditions compared to a less reliable
system.

Resistance allows a system to withstand the immediate and more prolonged effect of stressors
(Handmer and Dovers, 2009). It represents the ability to withstand stressors without physical or
functional deformation or other effects on the system, and has been regarded as an expression of the
system’s error tolerance (Cuesta et al, 2016).

Robustness has at times been distinguished from resilience (Fath et al, 2015; Mitchel, 2007), whilst
other authors have regarded it as an important attribute of a resilient system (Panteli and Mancarella,
2015; De Bruijne et al, 2010; Asbjgrnslet, 2008). Robustness is generally used to describe a system’s
ability to continue to provide an acceptable level of functionality under exposure to increasing levels
of stress, although some level of system impairment may be experienced. This could occur as a result
of the system’s resistance, or its ability to absorb and deform on exposure to disruptive change,
although most strategies aimed at improving robustness try to address system vulnerabilities (Aven,
2015).

Absorption and deformation

One attribute of a resilient system is the ability to absorb the effects of disturbance and disruption,
and still remain within acceptable thresholds of functionality (Renschler et al, 2010), even though the
system has undergone some form of deformation and degraded capability. The ability to absorb and
deform to deal with the effects of a disruptive event, often stems from the design and development
of the system, and as a consequence is usually an inherent or automatic response to disruptive
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conditions. As this is typically a feature of a highly optimised tolerant system, it will be effective only
over a very narrow range of conditions, hence such capability can be rapidly overwhelmed.

Redundancy

Redundancy (along with flexibility) has been identified as a key contributor to resilience (Rice and

Canatio, 2003). Redundancy is capability that is generally not used during BAU operations, and may

comprise, people and skills, systems, infrastructure and other assets, processing capacity, inventory,

financial reserves (Australian Government, 2012), etc. Redundancy is often acquired by exploiting

formal and informal networks (Weick and Sutcliffe, 2007), and is usually achieved through one or a

combination of:

e Restart/recalibrate: having the capability to bring the effected system, process equipment, etc.
back on line before disruptive effects manifest.

e Back-up:having ‘spare’ or ‘retired’ capacity (thatis mothballed or sits idle until needed), or reserve
or duplicate capability (such as ‘surge capacity’ which is available to cope with excessive workload
demands).

e Diversion: diverting or reallocating required capacity from other lower priority activities, or from
areas where the capacity is being under-utilised.

e Substitution: replacing the effected capability, with alternate (often suboptimal) capability.

e \Variation: ‘unusual’ resources and capabilities are used in a different and unique ways to achieve
the required outcomes.

e Cross checking: information redundancy involving detection and correction of error.

e  Multi-modular: several identical system elements, usually operating in parallel, any of which are
capable of undertaking the required tasks at any time, should any of the other system elements
fail.

Conversely, too much redundancy in a system can be highly problematic, it can be expensive, and it is
often difficult to argue the case for maintaining unused capacity — ‘just in case’. Redundant capability
can also ‘age’, where over time it becomes less able to fulfil its required function, representing a
substantial loss of investment. This can be particularly problematic where there continues to be a
mistaken belief that the redundant capability remains fully functional, when in reality it can no longer
be relied upon. In addition to the obvious cost implications, an excess of redundancy can increase
system complexity, to the extent that its operation becomes highly uncertain and unpredictable
(Perrow, 1984). Indeed, some forms of redundancy, and its associated complexity, can itself
contribute to lowered resilience and system failure (Leveson, 2001.

iii) Responsive capability

Resourcefulness

Resourcefulness is demonstrated by using or combining existing resources and capabilities in new
ways. A resourceful system is able to step beyond its routine operation and demonstrate new abilities
to detect changing conditions, identify and understand emerging problems, and find and then deploy
the resources to implement innovative solutions to resolve those problems (McLeod, 2017; Ayala and
Manzano, 2014; Mackinnon and Driscoll Derickson, 2013; O’Rourke, 2007; Tierney, 2003; Bruneau et
al, 2003; Kendra and Wachtendorf, 2003). Resourcefulness is often an expression of the system’s
agility, flexibility and adaptability.

Agility and flexibility

The two terms agility and flexibility are often used interchangeably, or are spoken of together with
little actual consideration of what they really mean. Agility is the ability of a system to respond easily
‘on the fly’, to unplanned or unanticipated change in an appropriate and rapid manner, particularly
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where substantial time pressures exist (Farrell et al, 2013; Spaans et al, 2009; Christopher and Peck,
2004). Some authors regard flexibility as more of a planned ability to respond differently to
unanticipated change, (Goranson, 1999; Johansson and Pearce, 2014). Both flexibility and agility make
important contributions to resilience (Sheffi, 2005), and as conditions become subject to more rapid
change, the importance of agility and flexibility increase (Azusa and Hiroyuki, 2013). From the
perspective of organisational resilience, leadership agility and flexibility assume a prime importance
(NATO, 2013; Alberts, 2011).

It should be remembered, that agility is really just an artefact of a system, it is created by a range of
competencies and processes. For example, agility is generated by how well people make sense of their
changing environments, the speed and appropriateness of the decisions they make, the way that they
implement these decisions, their ability to change their behaviours, and perform their tasks as
conditions change (Dyer and Schafer, 2003). It has also been proposed that agility is generated
through:
e Being proactive, by:
o initiating action by searching for opportunities,
o improvising by creating new approaches to pursue these opportunities.
e Being adaptive, by:
o assuming multiple roles that cross different levels of the hierarchy and that cross
organisational boundaries,
o being able to move quickly from different role to role,
o collaborating spontaneously with others, then rapidly disengaging when that
collaboration is no longer required.
e Being generative, by:
o continuous learning within multiple different areas of competency,
o helping in the education of others by sharing knowledge.

However, any agility generated by an individual’s efforts can be greatly compromised by the rigidity
of established organisational culture, and by unnecessarily inflexible and imposed systems of work (as
often occurs when business continuity is applied with little understanding or thought).

Many organisations have adopted practices from Agile project management, and applied them more
broadly to improve overall strategic and operational agility. It has been suggested that management
practices such as ‘Lean’ and ‘Agile’ can provide important contributions to resilience when expanded
from their traditional ‘homes’ (such as project management and manufacturing) into other areas of
organisational management (Adamides and Voutsina, 2006).

On a cautionary note, creating system agility can also lead to an increase in system fragility in some
circumstances. For example, some HR practices aimed at increasing agility have included flattening
management structures (by removing layers of skilled middle managers), downsizing and removing
entire jobs and functions, whilst distributing workload and diluting skills through broadening the scope
of many of the remaining roles (Heifetz et al, 2009a; Pal and Pantaleo, 2005; Dyer and Singh, 1998).
Whilst such action can improve agility (and lower costs) by reducing decision-making and
implementation time, they can also reduce flexibility (by limiting capability and options), diminish
surge capacity, inhibit complex problem solving capability, and act as barriers to innovation and
adaptation.

Adversity and opportunity
It is important to remember that a resilient system is not just able to respond to disruption and
adversity, it must also be capable of effectively capitalising on opportunities (Burnard and Bhamra,
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2011). For example, consider the sudden financial collapse of the Australian commercial airline, Ansett
Group in 2001 (Leiper, 2010; Lockhart and Taitoko, 2005; Forsyth, 2002). The sudden and urgent
demands from an immediate influx of substantial numbers of stranded passengers seeking flights
proved a challenge to the short-term resilience of other airlines flying the same routes.

iv) Adaptive and transformative capability

Innovation and ingenuity

Disruption is often characterised by the presence of so-called ‘wicked problems’! which require
innovation and ingenuity that goes beyond routine thinking to solve (Craig, 2020; Termeer et al, 2019;
Colding et al, 2019; Waddock et al, 2015; Duijnhoven and Neef, 2015; Ferlie et al, 2013). Resilient
systems demonstrate novel ways of dealing with these wicked problems that arise from changing
conditions, through applying additional resources and effort, introducing new capability, or adapting
existing capability.

Adaptive capacity

Adaptive capacity is a property that allows the system to adjust its nature in response to changing
internal demands and external drivers and constraints (Carpenter and Brock, 2008). In particular
where a modified, or additional capability is developed to deal with the effects of disruption and
maintain continuing functionality.

Some adaptive capacity will arise through ingenuity and innovation. Some adaptive capacity will arise
through ‘emergence’, a property of complex adaptive systems. Emergence describes how new abilities
can arise from the interaction of the components of a complex system, something greater than the
sum of the system’s parts (De Florio, 2016).

Transformation

Adaptive change is often viewed as modifying the system to better cope with a new environment
(maintaining the ‘regime’). However, transformation is more than adaptive change, itis about creating
a new system (‘regime change’) that better ‘fits’ with this changed environment (Moore et al, 2018;
O’Connell et al, 2015; Olsson et al, 2014; Gilbert et al, 2012). Transformative capability has been
associated with a distributed transformative agency, i.e. leadership for transformation does not rest
with one single powerful leader, but is rather distributed throughout the system. As transformation
progresses, individuals may have different roles at different times (Burnes et al, 2016; Westley et al,
2013; Lawrence et al, 2011).

Complex adaptive systems and resilience

Most organisations and communities are complex adaptive systems, that themselves comprise lower
order complex adaptive systems. The very nature of such systems has profound implications for
understanding and assessing resilience.

31 Wicked problems are characterised by: non-linear nature; arise from interaction of other wicked problems, difficult to
describe the problem; simple solutions do not work to resolve the problem; information about the problem and its solution
is fragmentary; resolution of the problem usually requires knowledge from a range of disciplines; different stakeholders are
often required to solve a wicked problem, but commonly have conflicting interests. Solving wicked problems require
different approaches to routine mechanisms such as simplistic business continuity and risk management plans.
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Complex adaptive systems are capable of performing over a wide range of potentially disruptive
conditions and demonstrate a number of common properties (Ellis and Herbert, 2011; Martin and
Sunley, 2007), including:

e ‘Open systems’ with continual flows into and out of these systems (e.g. the exchange of
information, resources, and energy), all of which can experience sudden fluctuations. In
sociotechnical systems, this commonly occurs through the continuous interaction of humans.

e Self-organise and operate at multiple scales or levels.

e Comprise multiple different components and subcomponents, often with multiple non-linear
dynamics, which are usually adaptive, irreversible and path-dependent. This can cause system
behavior and state to shift rapidly, for example from highly stable to highly unstable, without
a predictable progression.

e Behaviour of the system as a whole emerges from the constant multiple interactions of its
subcomponents or actors (Holland, 1999; 1992). This emergent behavior is more than just the
aggregation of behaviours at the component level. The nature of these interactions generally
depend upon the nature of previous interactions and hence are commonly unplanned,
spontaneous, and difficult to predict, in a way that defies simple cause-and-effect thinking.

e This behaviour can be asymmetric or ‘chaotic’, small changes in the system can result in large
(and unpredictable) changes and outcomes, and conversely large changes can have minor
outcomes (but not always). The past behaviour of a complex adaptive system does not always
provide an accurate indicator of future behaviour, even when conditions are similar (Duit et
al, 2010).

It is therefore almost impossible to deduce or predict future resilience based upon analysis and
measurement of the functionality of separate subcomponents of a complex adaptive system under
routine stable conditions (Carlisle and McMillan, 2017; Justice et al, 2016; Health Foundation, 2010;
Guastello and Liebovitch, 2009; Surana et al, 2005; McDaniel et al, 2003; Begun, 2002; Waldrop, 1994).

Resilience only emerges and becomes apparent when these complex adaptive systems are placed
under stress (Albani and Kupers, 2014). However, increasing exposure to stressors, such as disruptive
conditions, can adversely affect adaptive capacity, progressively degrading this capability. The
stressors can eventually overwhelm the system, unless additional adaptive capacity is released,
developed, or acquired (McCann, 2004). Resilience in a complex adaptive system is, therefore, highly
dependent upon adaptive capacity that is able to function under a wide variety of changing conditions
and stressors.

It is important that this adaptive capacity and its outputs remain aligned to the system’s purpose and
objectives. Under conditions of significant change, objectives can become rapidly obsolete or
irrelevant to the new emerging context. Adaptation therefore not only needs to consider how the
system’s functionality, processes, capabilities, etc. can adapt, but must also address the need to adapt
the purpose and objectives to better fit the ‘new normal’ that the system now has to operate within.

It is equally important that the ‘resilience objectives’ also continue to be aligned to the system’s
evolving purpose and needs. Should any misalignment occur, this could further reduce resilience.

Resilience in complex adaptive systems is not just about adaptation to challenge in the moment, but
involves continuing iterative and cyclical adaptive processes. Adaptation involves continuing
challenges, trialing innovative solutions to those challenges, learning from successes and errors of that
innovation, and using that learning to adapt and transform the system (Figure 15).
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Figure 15: Resilience transformation cycle
(the starting point is with the challenge in the centre of the spiral)

It has been argued that rather than building resilience per se, complex adaptive systems work to
prevent or remove constraints and barriers that would otherwise disrupt the innovation/adaptation
life cycle. These barriers are created by the decisions we make, and the types of structures, processes
and competencies we choose to put in place (Westley, 2013). Thus, identifying and dealing with these
barriers and constraints (vulnerabilities) can provide a potent promoter for resilience.

Cybernetics and resilience

Cybernetics is the science and study of ‘control’ of a system. In the simplest of systems there will be a
controlling process and a process being controlled (Brehmer and Allard, 1991). In ‘resilience’ we are
interested in systems that can undergo planned and unplanned change over time (with or without
external influence), so called dynamic systems (Pérez Rios, 2010; Scheffer, 2009; Ackoff, 1971).
Control of a dynamic system involves steering the behaviour of the key elements of that system.

To be effective, the controlling process/system needs to possess as much (or more) behavioural
diversity as the controlled process/system. Accordingly, the agility and adaptability of a system, should
be matched by the agility and adaptability of the system controlling it. In real world terms, if we modify
a system, such as ‘customer service’ then the systems controlling ‘customer service’ (‘staff training’,
‘reward and recognition’, ‘governance’, ‘supervision’ ‘compliance’, etc.) will also require modification.
This has significant implications for attempts at improving resilience, as a focus on improving one
organisational system, without considering other interacting systems, often results in unexpectedly
lower capability and performance. This further illustrates the nonsense of trying to measure or build
resilience ina component by component fashion, separated from how the system as a whole operates.

Learning and change

Resilient systems demonstrate the ability to learn from prior experience and apply that learning to
addressing vulnerabilities, better managing risk, and further improving preparedness. Resilience is not
just about learning, it is about learning the right things, at the right time, including learning from both
what goes well and what does not go well (or even what decisions or actions made no difference at
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all). Learning helps create opportunities to be exploited, drives innovation and builds resilience (Zolli
and Healy, 2013), and it still holds true that “if an organisation does not learn from crises it will remain
crisis-prone” (Pollock, 2016)

Effective learning requires an acceptance and understanding of the need to learn, and a willingness to
learn (Lundberg et al, 2012; Farrell and Connell, 2010). Learning contributes directly to many of the
acknowledged resilience attributes. It enhances the breadth and depth of anticipation and
sensemaking, increases the diversity of capability that can be applied to prevent, respond to, and
recover from disruptive change, and increases the range of available adaptive options that can be
pursued. However, organisational learning can be fragile and susceptible to the barriers created by
the various power relationships and ethical constraints that are often present.

Understanding the operation of feedback mechanisms is important in establishing organisational
learning (Willis, 2014; Le et al, 2012; Sterman, 2001). A number of different types of feedback loops
(Figure 16) have been described (Loverde, 2005).

e Single loop learning provides a means of modifying decisions or actions based upon the
detected system outputs, where the focus is on running the process correctly. This is reactive
learning, and is essentially backwards looking.

e Double loop learning is based on reflection about the outcome and reframing of the intent
and objectives. This form of learning is concerned with not just doing the ‘thing right’ but
‘doing the right thing’. This is deliberative learning and is also essentially backwards looking.

e Triple loop learning questions whether we have an appropriate understanding of the context
that we operate in, in order to know what is the right thing that has to be done, and that we
can then do things differently. This is reflective learning and is principally forward looking.

e Quadruple loop learning is far more philosophical and deeply reflective in nature and aims to
surface and challenge foundational beliefs and assumptions, and justify rationales.
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Figure 16: Organisational learning loops
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Cooperation

Cooperation within and between systems has been strongly associated with improving resilience
(Wyss et al, 2014; Lamond and Proverbs, 2009). Organisations that are strongly founded upon
cooperative principles (such as social and worker cooperatives) demonstrate particularly strong
resilience (Roelants et al, 2012). Developing resilience requires a culture that fosters cooperation and
social innovation (Westley, 2013), for example a culture that encourages communication and allows
disparate groups and people to “meet and mingle”. This is further enhanced where a strong sense of
identity, purpose, and beliefs exists (Freeman et al, 2004; Coutu, 2002).

Networks and interdependencies

Understanding interdependencies and the networks®? formed by these interdependencies is a
fundamental requirement for understanding resilience. Independencies will exist across and between
systems and within systems (across and between the various elements that comprise each system).
The nature of these interdependencies within the networks that they form will have a direct effect on
system vulnerability, fragility and on resilience. For example, in Figure 17 the nodes in network A have
only linear sequential dependencies, and the achievement of the two end points is wholly dependent
upon all nodes and connections functioning as designed. Whereas for network B, there are multiple
interconnections between nodes, allowing multiple alternate paths to be followed if any specific node
or connection is compromised. A number of interdependency factors need to be considered within
any networks:

e The importance of key network elements (i.e. nodes)

e The number and importance of dependent relationships (the connections between the

nodes).
e The strength and fragility of specific nodes and connections.
e The presence of alternate connections and pathways between the nodes.

Network A

Low resilience

Network B

High resilience

Figure 17: Network resilience

32 The concepts of networks includes any collection of interdependent elements which may include infrastructure and other
assets, functions and processes, data and information, people, goods and services, consumables, etc.
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However, many highly complex networks often demonstrate low resilience, because one or more
nodes have a high criticality (Moutsinas and Guo, 2020; ENISA, 2011), for example many
interconnections pass through that node (high degree centrality) or the node presents the only
available pathway to a critical flow. Should a critical node be compromised, fragmentation and failure
of the network occurs (Chopra et al, 2016; Falasca et al, 2008). One of the major problems of highly
complex systems is that the networks within these systems are often poorly understood, and the
presence of critical nodes is not identified until a catastrophic system failure occurs. Whilst sectors
such as transport, water and power often have high level appreciation of their distribution
infrastructure networks (Meng et al, 2018), this level of understanding is uncommon in other
operating, information, decision-making and supply chain networks within these and other
organisations generally (Pourhejazy et al, 2017)

Practical implications of resilience

Overview of Organisational Resilience

Organisation’s co-evolve with their changing external environments (Dosi and Marengo, 2007). When
the environment is relatively stable, the rate of change is relatively slow and progressive (and
comparatively easy to predict), and so organisations are generally able to purposefully change to align
with this type of evolving environment. However, in volatile environments, when change is
unexpected, sudden and dramatic, it can easily overwhelm an organisation’s capabilities to cope. A
wide range of different types of internal and external change will have a strong influence upon
organisational capabilities (Valikangas, 2010). This is of particular concern when these are the very
capabilities required for managing disruptive conditions.

Under such conditions, an organisation may experience some form of failure, from disruption to
catastrophic collapse, whilst other organisations continue to operate successfully (Fiksel, 2015). The
concept of organisational resilience offers an attractive and plausible prospect for an organisation
faced with unplanned change and potential disruption. However, it certainly appears that many
organisations are experiencing a ‘resilience gap’ where the increasing rate of turbulence is outpacing
the ability of organisations to become resilient (Hamel and Valikangas, 2003). Conversely, some
resilient organisations have demonstrated an ability to influence and “shape’ their external
environment (Geels, 2014; Kay and Goldspink, 2012).

Some authors have suggested that, in the face of significant uncertainty, it would be more effective
investing in ‘resilience’ than in managing risk (Park et al, 2011: Wildavsky, 1988). It is likely that these
reviews reflect a more limited perspective on risk and risk management, and of course presupposes
that reducing uncertainty and modifying risk does not contribute to resilience (whereas we would
argue that modifying risk most definitely can contribute to resilience).

Organisational resilience is only ever a provisional concept, it will always and totally depend upon
what happens in the moment, as the complex interactions of the multiple parts of an organisation®
‘respond’ collectively to a stressor (Lissack and Letiche, 2002). Consciously building resilience is

33 Where these multiple organizational parts may include people systems (psychological, behavioural, cognitive,
etc.), structural systems (hierarchy, empowerment, power relationships, information flows, etc.), procedural
systems, etc. (Schmidt et al, 2014; Kimberlin et al, 2011; Coutu, 2011; Weick and Sutcliffe, 2007; Masten, 2001;
Horne and Orr, 1998).
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problematic, there is no single magical silver bullet solution (Birkie et al, 2014), and there continues
to be a lack of certainty over what actually contributes to organisational resilience.

Many of the factors that other authors have implicated in resilience are also those same factors that
have been identified for successful BAU day-to-day performance and strategic success. Yet even the
importance of these routine management factors has been heavily debated (NIST, 2017; Tucker et al,
2013; Westerveld, 2003; Fernandez and Rainey, 2006; Pinto and Slevin, 1988). It is no surprise then
that consensus has not been reached on what definitively ‘makes’ organisational resilience. This also
begs the question — is there any difference between resilience and just good management? The
difference may be simply down to the ability of these routine success factors to still be available and
functional under increasingly disruptive conditions.

Certainly, organisational resilience appears to be as much a result of the prevalent attitudes as it is
about the discernible ‘capabilities’ that the organisation can utilise (Kendra and Wachtendorf, 2003).
This includes the ability of individuals and groups to engage in shared sensemaking about rapidly
changing, uncertain and ambiguous situations (Weick, 1993). In this respect ‘sensemaking
encompasses:

e The concepts of ‘bricolage’ (creative improvisation).

e The ability to establish ‘virtual role systems’, which involves conceptualising the system as a
whole and the roles of others within that system, and then individuals aligning their own
actions to the shared goals of the group.

e The ability to apply ‘wisdom’ both to challenge assumptions, and to seek out different
information and understanding.

e Engagingin ‘respectful interaction’, including trusting others and acting upon their advice, and
being open and honest in dealing with others.

It must always be remembered that organisational resilience is not about managing a specific event,
but is about building a capability to deal with the effects of a wide range of different conditions
(reinforcing the all hazards approach). Ultimately this comes down to a question of economics, to
what extent can the organisation_afford to be ‘resilient’?

Daily life within any organisation is driven by the availability of sufficient funds. Funding is a scarce
resource and trade-off decisions are made constantly, where the attractiveness of delivering short-
term performance usually wins out (Bircham and Connolly, 2013). It is often difficult to argue for
resilience when the benefits may be years or decades away, but efficiency gains can be almost
immediate.

Organisational resilience: developing resilient capability

As with general systems’ resilience, an organisation can only be judged as ‘highly resilient’ in hindsight
following a disruptive challenge, and then only in relation to that specific event. We may however, be
able to say that an organisation possesses some attributes that could contribute to a potential
capability for resilience to future events. These various attributes neither guarantee resilience, nor is
their presence an actual measure of an organisation’s resilience. Such capabilities can however,
contribute to driving and enabling an organisation’s potential resilience®, the relative importance of
that contribution being dependent upon the nature of the challenge being faced.

34 They have also been referred to as ‘resilience potentials’ (Hollnagel, 2017).
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The general resilience models (discussed previously) provide some insight into the nature of a range
of attributes that deliver robustness, redundancy, resourcefulness, agility and adaptability (Zhong et
al, 2014). In domains such as organisational, community and critical infrastructure resilience, a range
of other attributes also need to be considered (see below). Any meaningful model needs to be able to
present organisational resilience in terms of:
e What is resilient — for example: a whole organisation, specific elements of the organisation
(parts, locations, structure, functions, services, teams, etc.).
e To what challenges or stressors is the organisation resilient.
e Whatis the purpose and outcome of this resilience — why is this resilience necessary and how
is this resilience shown.

Different levels of organisational resilience may be desirable at different times, and under different
conditions (Limnios et al, 2014). For example, lower levels of resilience may be more desirable when
the costs of maintaining higher resilience-related capability outweigh the benefits under anticipated
conditions of low levels of ongoing disruption.

It should be remembered that where an organisation has a particular focus on strengthening one
particular aspect of resilience (such as robustness), there may be a trade-off (Hoffman and Woods,
2011; Alderson and Doyle, 2010) resulting in increasing brittleness or fragility in other aspects (such
as reduced speed of response, or lowered agility).

Drivers of potential resilience

For convenience, the attributes contributing towards organisational resilience can regarded as either
drivers or enablers of resilience, and include a diverse range of human-related attributes (Figure 18).
Drivers provide the foundation and direction for the development of resilience capability, whilst
enablers help to create a favourable environment within which the drivers can function. Also of
consideration are the supporting mechanisms such as physical and logical infrastructure, and
knowledge which are outside of the scope of this diagram. It is important to remember that, like all
other resilience constructs and models, drivers and enablers are artificial categorisations to help
explain some of the complexity that is embodied within resilience.
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Figure 18: Human-related drivers and enablers of organisational resilience

Leadership
Effective leadership drives the establishment of organisational factors such as:
e Explaining the organisation’s purpose, and orientating the organisation towards that purpose
(Bohn and Grafton, 2002).
e Ensuring that the requirements for resilience are clearly understood and are justified within
the organisation’s strategic and operational imperatives.
e Effective anticipation and effective planning strategies (Tadi¢ et al, 2014).
e Encouraging collaboration.
e Facilitating experimentation, accepting that errors will be made, and being comfortable
enough to make mistakes (Heifetz et al, 2009b).
e Establishing the importance of narrative to build awareness, understanding, and shared
sensemaking within the organisation (Wilding, 2017).
e Establishing individual, team and organisational learning (Dickens, 2015).

An absence of effective leadership has been blamed for the inadequate response to disaster (Waugh,
2009), whilst the ability to motivate and communicate ‘purpose’ has been associated with effective
emergency response (Stern, 2013; Van Wart and Kapucu, 2011; Sjoberg et al, 2011). Effective
leadership is essential to BAU performance of an organisation, in a stable and predictable
environment, and for contributing to resilience when faced with disruptive conditions. However
different aspects of leadership and different leaders may be required in non-routine compared with
routine conditions.

49



Leadership sets the ‘tone’® of the organisation including emotional tone®®, largely determines how
individuals and teams respond to the challenges and disruption they face, and is a major determinant
of the overall organisational culture (Drury, 2013; Drew, 2009).

Whilst some leadership attributes may be similar in routine and non-routine operation, how these
attributes are practised may need to be different if an organisation is to prove resilient. For example,
the leadership role under disruptive conditions will of necessity need to be more immediate and
intense in directing the organisation. This requires a greater emphasis on ensuring that decision-
making is knowledge-based and made by those with visibility of the problem. Decision-making needs
to be supported by decision tools and techniques appropriate to the volatility, novelty, uncertainty,
complexity and ambiguity that is being faced (Schwaninger and Pérez Rios, 2008). Certainly, formal
knowledge management provides significant performance advantages (Chourides et al, 2003), and
with the support of technology, for example, can provide information and insight rapidly for decision-
makers (Comfort et al, 2001).

One of the major aspects of leadership decision-making that is frequently overlooked is the ability to
deal with the paradoxes that are present in many non-routine situations (Batorski, 2011). Such
paradoxes create tensions for the decision-making and create potential conflicts with other decision-
makers and constituents. Effective ‘paradoxical leadership’ is rarely present in routine management,
and is therefore usually insufficiently practised®” when required for the non-routine. This in turn can
generate another paradox, the perception of insufficient management of risk before an incident then
influences decisions that generate conditions that will lead to a different incident in the future (Burby,
2006). One of the common paradoxes encountered in a rapidly changing situation is the need to
establish central control to provide overarching sensemaking, direction and a coordinated approach,
versus the need to allow a more distributed leadership and decision-making closer to the front line.
Paradoxes will also create tension within the decision-making processes itself, for example a leader’s
prior decisions (during BAU) can often contribute to the vulnerabilities that have given rise to the
current disruption. That same leader is then faced with making decisions that are counter to those
earlier decisions (Turoff, 2015), creating cognitive and emotional conflict.

Perhaps one of the overall key determinants of leadership-driven resilience is the ability to handle the
paradox that an organisation under stress is a very different context compared to a routine state.
Hence an organisation faced with disruptive conditions requires very different thinking and
management to ensure strategic success, whilst at the same time requiring some routine management
thinking and capability to meet ongoing operational objectives®. The other major aspect of leadership
and paradoxes is that the combination of effective leadership and a highly unstable state provides the
opportunity for the emergence of even higher levels of resilience.

A key role of the leader is that of assessing the capabilities for, indicators of, and other evidence for
resilience within the organisation (Adler and Saboe, 2017). This will usually require a determined effort
to readdress the common demands for short term performance results and pursuit of immediate

35 Where ‘tone’ encompasses cultural concepts such as work ethic, leadership styles, relationship styles,
expression of positivity (or negativity), integrity, energy levels, expression of encouragement and recognition.
36 A key aspect of leadership is in the setting of ‘emotional tone’, which will influence how individuals and teams
perceive and make sense of situations, make decisions in those situations, the behaviours they will exhibit, and
the actions they will ultimately take (Pelser et al, 2013).

37 Again, dealing with paradoxes is not a common explicit objective for emergency/crisis exercises, although
these can provide an excellent opportunity to develop these skills, and can be easily included in desktop as well
as field exercises.

38 During a critical incident there is still the need to achieve a balance between ‘non-routine’ and ‘routine’
activities.
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personal recognition, which too often discourages a longer-term outlook and concentrated thinking
about planning, preparedness and resilience (Ghosal, 2005; Kennedy, 2000; Albert, 1993).

Higher levels of resilience are often associated with more devolved or local leadership (Shaw, 2012;
Avery and Bergsteiner, 2011; Stewart and O’Donnell, 2007), and decision-making that is distributed*’
(Braithwaite, 2017; Gustavsson, 2011; Seijts et al, 2010; Greenfield et al, 2009; Marion and Uhl-Bien,
2007; Bennet et al, 2003). Distributed leadership and decision-making is associated with greater group
cognitive complexity and capabilities, a requirement for dealing with the sort of complex and wicked
problems found in non-routine situations, and as a consequence provides the sort of openness and
concerted effort from a team that is required under conditions of duress.

Transformational leadership (Witmer and Mellinger, 2016), has been associated with improving
resilience. Breaking down hierarchies, encouraging collaborative problem solving and decision
making, and creating alignment to a common purpose (Waugh and Streib, 2006). All of which help
positive internal emergent change to occur (Dickens, 2015), contributing to improved resilience.
During a crisis, transformational leaders enhance the personal resilience of the individuals and team
members that follow them (Sommers et al, 2016), whilst more passive leadership degrades resilience.

It is not uncommon for an organisation to rely on all of their senior managers to continue to provide
leadership during periods of crisis and disruption, despite the likelihood of some being ill-suited for
such situations. In fact performance in routine environments may preferentially select for individuals
less able to cope under stressful conditions. Early research (Goodwin and Ziegler, 1998) suggests that
in low complexity simple work environments those individuals with higher cognitive complexity are
disadvantaged, favouring the promotion of less able individuals. Progressively, over time, this results
in senior management levels having a disproportionately higher number of lower cognitively complex
individuals within their ranks (Pim, 2019; Templer, 2018; Conerly, 2018; Crowley, 2015). Thus such
leadership becomes less likely to be able to deal with complex non-routine environments. In such
situations where senior management is less cognitively able to operate in complex environments, the
presence of distributed leadership (which allows required expertise to be accessed at all levels)
becomes a key enabler of resilience.

Anticipation, vigilance and awareness

Anticipation helps to provide an answer to one of our model criteria questions: “resilient to what ?”
Anticipation allows sense to be made about the present and provides insight into what could happen
in the future (Zsidisin and Wagner, 2010; Boyd et al, 2015).

Improved anticipation drives preparedness, whilst improved visibility and vigilance drives agility
(Weiland and Wallenburg, 2012). Anticipation contributes to resilience by providing insight into the
multiple possibilities that could happen (Bresch et al, 2014), through thinking about:
e What could happen in the future.
e How this could interact with the organisation to cause harm, disruption, or opportunity for
benefit.
e What the organisation could do about this future potential harm, disruption or opportunity.

39 Distributed leadership ‘emerges’ as a result of interaction between individuals and groups of individuals, and
is closely associated with ‘deference to expertise’ seen in high reliability organisations (Enya et al, 2018,
Wheeler, 2015; Christianson, 2011; Liddy 2005).
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Anticipation requires gaining insight and understanding into what is happening through vigilance,
visibility, and situational awareness (Burnard and Bhamra, 2011), and how the current situation could
evolve (Endsley et al, 1994). By their very nature, anticipation and vigilance are integral parts of
organisational learning, providing the means of learning about the future. If there is inadequate
understanding of ‘what’, then there can be little informed preparedness for ‘when’. A dynamic and
continuous process of anticipation and vigilance are essential for the resilience of individuals and
teams (Lengnick-Hall et al, 2011), as well as for the organisation as a whole. As part of this
consideration, it is also important to understand how the immediate and impending disruptive
conditions are imposing barriers and constraints on current effective operations (Burnard, 2016). This
encompasses both exploring early warning indicators of plausible future external threats to an
organisation, and considering the prospect for future internal vulnerability to those threats (Fiksel et
al, 2015; Proag 2014b).

Anticipation is not about prediction, the tools that assist in anticipation are more explorative and
speculative than those used in traditional forecasting. There are a range of tools and techniques to
help develop better anticipation, including applying intuitive thinking (also incorporates ‘gut feel’),
foresighting, horizon scanning, simulations and modelling (GCPSE, 2014: Rerup, 2001; Wollenberg et
al, 2001) and a range of contemporary risk analysis methodologies to help explore and create an
understanding of potential future contexts. These analytical tools can be supported by other
techniques such as scanning and monitoring, emerging issues identification, challenging
assumptions®, issues and vulnerability audits, etc. (Ashely and Morrison, 1996).

Sensemaking

In complex systems the ‘when’, ‘how’ and ‘where’ of the vast range of potential interactions become
even more uncertain as volatility, turbulence, and the potential for disruption increases (Pich et al,
2002). Sensemaking provides a common understanding of what is important for the organisation (in
order to achieve its purpose), what is happening within and outside of its environment, and how to
address the complexity and change that it is faced with (Ruiz-Martin et al, 2017).

Sensemaking involves enhanced capabilities for anticipation, situational awareness (Craighead, 2007),
and monitoring and surveillance for the detection of future change that will have both near and longer
term effects. (Tadic et al, 2014; Oh and Teo, 2006). This may include detecting and exploring ‘near
misses’ (Sheffi, 2007) arising from changing conditions, and developing an understanding of
organisational vulnerabilities to such conditions (Sanchis and Polar, 2013; Burnard and Bhamra, 2011).

Other aspects of sensemaking are often forgotten about, but are as important, including how
individuals undertake cognitive and emotional thinking and decision-making, and how their
interaction with other individuals and teams affects their own and shared sensemaking.

The contribution of effective sensemaking to resilience, is perhaps best illustrated by considering the
increased risk of disruption and failure in its absence. The Royal Bristol Infirmary experienced
unusually high levels of paediatric deaths during heart surgery, which continued without serious
intervention, for a period of fourteen years. A subsequent Government Inquiry (Kennedy, 2001)
revealed that a serious collapse in sensemaking over this time was a major contributing factor in the
deaths (Kewell, 2007). The Inquiry also found that a ‘culture of entrapment’ had developed at multiple
levels of the organisation, which allowed continuing poor surgical outcomes to be rationalised and
legitimised. This in turn created a continuing optimism that future performance would improve,

0 For example by using red teaming techniques (Tang et al 2020; Zhang and Gronvall, 2018; Mansfield-
Devine, 2018; Hoffman 2017; Kardos and Dexter, 2017)
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despite these continuing disastrous outcomes (Weick and Sutcliffe, 2003). A number of other
contributing factors were identified by the Inquiry including poor teamwork, “too much power in too
few hands”, combined with a punitive management style that made speaking out unsafe. The
problems were not limited to surgical arrangements alone, with multiple failures from NHS processes
before children reached the hospital, through to post-surgical intensive care (Dyer, 2001). These are
issues that were not isolated to the Royal Bristol Infirmary, but were issues that appear to have been
prevalent more broadly across the National Health Service (Pope, 2017; Pope and Burns, 2013).

An often overlooked aspect of sensemaking (as it is closely connected to leadership) is the ability to
understand and make decisions (at all levels of an organisation) about the inherent paradoxes and
tensions that, whilst often present in business-as-usual (Sparr, 2018; Bason, 2018; Hood and Peters,
2004), take on special significance in non-routine situations (Schad et al, 2017; Lewis et al 2014).
Typical paradoxes that create competing demands include:
e The need to achieve stability, whilst retaining adaptability.
e Maintaining control and governance whilst allowing flexibility, independence and autonomy.
e Providing rapid tactical responses whilst establishing long term strategic solutions.
e Attainting full situational awareness whilst avoiding paralysis by analysis.
e The financial resilience provided by insurance versus its influence on increasing ‘risky
behaviours’ (O’Hare et al, 2016).
e The need for comprehensive planning for future eventualities versus the inherent
entrenchment and inertia that such planning can generate (Lewis et al, 2014)
e Diversity which provides multiple different experiences and expertise versus diversity which
requires attention to be divided across multiple constituencies (Ducheck et al, 2019)

Teamwork

Organisational resilience is highly dependent upon the contribution of organisational, team and
individual performance (Wang et al, 2011), with team capability being a major driver of resilience in
most organisations. Without an effective team, many individuals would struggle to make a meaningful
contribution to organisational resilience.

Team composition, including diversity (of experience, personality and capability) has a direct effect on
the team’s cohesion, viability and performance (Bell, 2007), whilst a diversity of perspective can
improve problem solving and performance. Conversely, group-think can substantially degrade
resilience (Smith et al, 2009; Hong and Page, 2004). The existing relationships and interactions within
the team, under routine conditions, will largely determine how the capabilities required for resilience
will still be available and accessible under non-routine conditions (Carmeli et al, 2013).

Research indicates that the resilience of teams is underpinned by a number of psychosocial processes
(Morgan et al, 2015), including social identify, trust, transformational and shared team leadership,
team learning, and positive emotions.

Learning to be different

Routine operations are often characterised by a ‘performance orientation’, where management has a
focus on goals and rational decision-making (Kayes and Yoon, 2016), which in many organisations
becomes an overriding focus on short-term goals (Bircham and Connolly, 2013). There are indications
that such performance orientation reduces organisational resilience in the face of emerging novel
non-routine conditions. Those organisations that demonstrate a shift to a more learning orientation
generally demonstrate higher resilience.
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Four stages of learning have been described following a disruption (Kayes and Yoon, 2016):
e Individual learning.
e Group learning.
e Organisational learning.
e Sector/industry-wide learning. Industry-wide learning in particular is often ignored, but can
provide the opportunities for others to learn without the costly experience of a disruption.

Learning from experience is vital to establishing resilience, and needs to occur at an individual, team,
and organisational level. It is not sufficient for some form of non-specific and ad hoc experiential
learning to occur. Learning needs to capture and exploit tacit** knowledge (Chand and Loosemore,
2012; Nonanka and Nishiguchi, 2001).

Both direct experiential learning, and the capturing and sharing of lessons learned are vitally
important in improving organisational resilience (Nilakant et al, 2014; Jaarin and Backhouse, 2014;
Kendra and Wachtendorf, 2003; Carley and Harrald, 1997). It also important to remember that
experiential learning is not just gained from actual events, since learning gained from well-constructed
simulations can be as powerful and enduring (Bergstrom et al, 2011). Indeed, learning from
simulations can sometimes be more effective, when lessons are specifically targeted to address
capability and knowledge gaps and needs. In such simulations memory development will be less
adversely affected by strong emotional stimuli (compared with real incidents), provide more
opportunity for reflection, and will allow learning to be more effectively encoded in long term
memory.

To be effective, ‘learning’ has to be established as a cultural norm, which assists in the recognition and
open discussion of error and potential disruption. This can allow assumptions and problems to be
surfaced and dealt with in the early stages of ‘precursor events’. It may not be sufficient just to have
‘learning’ established as part of the ‘routine culture’. The very nature of disruption may disable
learning capability, requiring the resilient organisation to be able to rebuild that learning capability
(Kayes and Yoon, 2016). Where organisational learning breaks down, it is often accompanied by
overall organisational failure, for example as experienced in the collapse of Lehman Brothers during
the Global Financial Crisis (Kayes and Yoon, 2016).

It is also important to realise that for learning to contribute to enhanced resilience it is not sufficient
to merely learn from the past. Understanding and learning about contemporary and future contexts
can be equally important (Figure 19).

4 Tacit knowledge is highly personal and is held by an individual that they may not consciously recognise.
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Organisational culture

The importance of culture*? in influencing key strategic and operational decisions and their
implementation has been recognised for some time (Schein, 1985). Organisational culture also has a
profound influence on how an organisation approaches unplanned change (both before and after it
occurs), and is a key determiner of resilience (Branicki et al, 2019; Nachbagauer, 2019; Pradhan and
Bhattacharyya, 2018; Vos, 2017), influencing how an organisation collectively and people individually
prepare for, become aware of, make decisions about, respond to, and recover from disruptive events.
Any response to disruptive change that ignores an organisation’s culture is unlikely to be fully
successful in achieving its aims. Particular aspects of organisational culture have been shown to have
a direct positive effect on resilience, including the level of people’s commitment to the organisation’s
mission (Witmer and Mellinger, 2016, Coutu, 2011), combined with an optimistic outlook and hope
for the future. Optimism can be especially important, where it demonstrates an attitude that views
the problems of disruption as only temporary setbacks. Such a positive outlook is in turn an outcome
of high personal resilience provided by access to a range of cognitive and emotional resources (Jackson
et al, 2007).

Certainly, where organisational culture is not dominated by authority and power structures, but
instead promotes independence and the contribution of teams and individuals, improved resilience
can be demonstrated (Crichton et al, 2009). Whilst this in turn is dependent upon the establishment
of trust, openness and transparency (Jones et al, 2017; NATO, 2017; Akglin and Keskin, 2013).

42 Organisational culture is the collective manifestation of underlying assumptions, beliefs, values and behaviours from across the

organisation. In reality an organisation may comprise a range of different subcultures in different areas of the organisation and at different
levels of the hierarchy. These subcultures will not exert an equal influence and at certain times and in certain contexts some subcultures
will predominate.
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People aspects of organisational resilience

A lot of the thinking and published literature about organisational resilience has focussed on planning
for the protection and availability of tangible ‘stuff’ (infrastructure, processes and other physical
resources). This attitude has been driven, in part, both by the propensity of emergency management
for traditional ‘preparedness’ and by some of the business continuity profession’s unfortunate
obsession with rigid planning and linear thinking. Such thinking ignores the core features of complex
sociotechnical systems, particularly that such systems’ future reaction and behaviour cannot be
accurately predicted, and that the exact nature of organisational response cannot be fully pre-
specified (Havinga et al, 2015).

When faced with potentially disruptive conditions, an organisation will invariably have capability gaps,
hence the need for ‘agility’, ‘flexibility’ and ‘adaptability’. However, it seems to be frequently ignored
that it is the people within (and sometimes externally to) the organisation that will need to fill these
gaps. It is these people that create resilience, often by stepping outside of well-established routines
of work, and being innovative and opportunistic to evolve, even temporarily, their approach to their
work (Havinga et al, 2015), both individually and as a team.

It has been suggested that the development of resilience involves people undergoing a change of
mindset on how they view their environment and their own place within it (Bdggemann and Both,
2014). Such mental reframing requires the creation of a deep shared insight into interdependencies
and how these contribute to success. Such focussed sensemaking is built upon a dialogue across
stakeholders. With the creation of a different sense of what is happening and what is required, it
becomes easier to free up resources at the interface of silos and other boundaries, to focus on further
building capability.

A range of employee attributes have been linked to improving organisational resilience, including:
competencies and skills, cognitive and emotional capability (and flexibility), resourcefulness, and the
level of social support available (Lengnick-Hall et al, 2011; Luthans et al, 2007). Of particular
importance are psychosocial factors such as: cognitive and sensemaking capabilities, analytical and
emotional thinking and decision-making skills, cognitive biases, and the mechanisms by which risk is
socially amplified. This also includes consideration of the individual and collective attitude held by
people within the organisation, including a willingness to step up and act when changing conditions
require key individuals to reach outside of their day-to-day roles. In such situations the existing level
of trust then acts either as a predominant enabler, or a deterministic barrier to resilience.

Personal resilience

The capability of an organisation to respond to and to take action to prevent or manage disruption,
entirely rests on the continued availability of those people to undertake their expected roles and their
ability and willingness to step beyond those roles when required. Their availability and willingness are
entirely dependent upon their personal resilience to the conditions and impacts facing the
organisation. This personal resilience provides the means to cope with unwanted effects of stress,
facilitates ongoing cognitive and emotional capabilities (including the ability to make sense of a
developing situation), the ability to improvise, and the ability to keep decisions and behaviours aligned
with organisational goals and objectives (Sommers, 2009; Heese et al, 2013). There is a wide range of
psychology literature devoted to individual or personal resilience, much of it associated with recovery
from trauma or mental health issues (McLarnon and Rothstein, 2013; Shin et al., 2012; Pipe et al,
2012; Bonanno, 2004).

Personal resilience is commonly regarded as a capacity to bounce back to a normal functioning pre-
trauma state. Personal resilience may be an innate trait of an individual, although resilience can also
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be built upon and enhanced by individual learning of certain cognitive, emotional and behavioural
attributes and skills (Salisu and Hashim, 2017; Baker, 2016; Britt et al, 2016; Windle et al 2011; Sarkar
and Fletcher, 2014; Dane, 2011; Reich et al, 2010; McAlistair and McKinnon, 2009; Ong et al, 2009;
Firtko et al, 2007; Agaibe and Wilson, 2005; Tugade and Fredrickson, 2004; Richardson, 2002; Masten,
2001; Simonton, 2000). This includes attributes and skills associated with a person’s attitude,
temperament, behavior and the nature of their connections with others (summarised in Figure: 20).

Empathy  Equity

Spirituality Positive relationships

Social & family networks Peer group acceptance

Connections

Degree of autonomy & control Emotional intelligence

Active skill acquisition Technical skills
Acceptance of change Problem solving skills

Coping strategies Cognitive flexibility & agility

Behaviour Personal Aptitude
resilience

Sense of duty Resourcefulness

Mindfulness —— Adaptive

Self monitoring Intuitive thinking

Physical fitness Comfort with uncertainty

Temperament

Prior experience of stress

Self confidence Positive personality traits

Sense of purpose Trust in others

Tenacity Self esteem

Humour Realistic optimism

Tolerance

Figure 20: attributes and skills associated with personal resilience

Conversely, low personal resilience in the face of excessive stress is often associated with a reduced
ability to deal with emotions, loss of attention, reduced cognitive abilities and impaired decision-
making (Spangler et al, 2012).

Broad organisational programmes aimed at building workforce resilience have had questionable
success (Vanhove et al, 2015; Robertson et al, 2015), although activities targeted to address specific
weaknesses in individuals have been more productive (so called primary prevention programmes).
However, some organisations, such as the US military, invest significantly in programmes to build
personal and psychological resilience, and have great belief in their benefits (Yeung and Martin, 2013;
Meredith et al, 2011). Such programmes which are aimed at introducing a range of improvements
(Meadows et al, 2015; Shih et al, 2015; Robson and Salcedo, 2014) are based upon preventive
measures that can address ‘environmental stress’ before individuals are exposed to it, whilst
protective measures are established to deal with the effects of exposure to such ‘environmental
stress’. Mindfulness training has been shown to be particularly useful in strengthening personal
resilience, particularly for individuals and team facing extremely unpredictable high stress
environments. For example, the use of mindfulness training in US military units pre-deployment has
shown increased attentional performance and reduced post-deployment psychological problems (Jha
et al, 2020; Jha et al, 2015; Brewer, 2014) .
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A number of other supporting factors have been associated with improving personal resilience more
broadly within society, including socio-economic status and financial stability, access to suitable
housing, education level, access to support services, availability of transport, meaningful employment,
etc. (Windle, 2011).

Diversity

Diversity has long been associated with enhancing resilience, the “Law of Requisite Variety” positing
that increasing diversity directly contributes to that network’s or system’s ability to respond to
unforeseen change (Anklam, 2007; Folke et al, 2002). Diversity has been shown to increase the range
of perspectives and capabilities that can be applied to different changing conditions and effects, and
enhances creativity and innovation (Reinmoeller and van Baardwijk, 2005). Whilst diversity in
resourcing, processes, etc. can be important (Goumagias et al, 2016; Clarke et al, 2015), the key to
organisational resilience lies in the diversity of its people. However, this diversity is not the restricted
view of just gender and racial diversity usually espoused by the typical HR Department. What is really
important is that embracing diversity brings together people with widely different expertise, skills,
knowledge, life experiences, attitudes, etc. (Nwachukwu and Robinson, 2011), providing a significantly
expanded referential and analytical frame.

Employee engagement

Employee engagement and wellbeing have been strongly linked with improving both personal and
organisational resilience (Kuntz et al, 2014; Naswall et al, 2013). Engagement is highly dependent upon
the ongoing maintenance of trust between management and employees (Macey and Schneider 2008).
This trust is manifested in the so called ‘psychological contract’ which expresses how management
and employees should behave towards one another (Makin et al, 1996; McDonald, 2000).
Psychological contracts can be placed under significant adverse pressure during organisational change
and disruption (Freese et al, 2011), and as these psychological contracts are breached, employee trust
and engagement is lost, individuals are less willing to ‘step up” and go beyond their substantive duties
(McCoy and Elwood, 2009), and accordingly resilience is degraded.

Collaboration

Collaboration, between different areas of an organisation, or between different organisations,
provides a range of benefits that contribute to resilience, that occur at strategic, operational and
tactical levels (Andrés and Poler, 2013) through a variety of different mechanisms. This can include
mutual support through providing access to a wider pool of resources and expertise (increases
capacity, diversity, and redundancy) to deal with a disruption, particularly where the incident or
effects span organisational, geographic or jurisdictional boundaries (Albani and Henderson, 2014).
Such mutual support may provide improved communication and sharing information about changing
conditions, thereby enhancing sensemaking. It may also involve working together directly to avoid or
minimise exposure to stressors such as social and environmental impacts (Smith, 2014).

Collaboration is driven and facilitated by trust and transparency, which together help those with the
appropriate expertise to more clearly identify the problems and fix them (Cascio, 2009). Creating new,
or building upon existing networks greatly strengthens both intra- and inter-organisational
collaborative relationships and networks (Boin and t'Hart, 2010). However, caution does need to be
exercised as in some cases the complexity and opacity of many network relationships can ‘hide’
hierarchical and power relationships that adversely affect connectivity in collaborative relationships
(Kerr, 2014). Such degraded relationships can decrease the ability to anticipate adverse change, and
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increase the potential for ‘contagion’ from disruptive conditions, further reducing resilience (Fridgen
etal, 2015).

Flexibility and adaptability

There is a philosophy that failure is not only possible, but that it is eventually inevitable (Dekker, 2015,
2006; Downer, 2011; Croskerry, 2009). Accordingly, the ability to ‘fail gracefully’, in a controlled and
manageable manner and recover rapidly (minimising further harm and limiting costs) become key
resilience attributes (Cascio, 2009). This obviously requires adaptive capacity and the ability to reduce
vulnerability (Gallopin 2006; Erol et al, 2010; Dalziell and McManus, 2004), along with the ability to
reinvent the organisation around core values (Alpaslan and Mitroff, 2004; Hamel and Valikangas,
2003). A particularly important (but often ignored) aspect of adaptation is the willingness to question
the changing relevance of current objectives and the decisions being made in their pursuit, which may
require prior decisions and actions to be modified or abandoned when these are no longer appropriate
to the current environment.

Innovation and creativity make important contributions towards flexibility and adaptability, and it has
been suggested that greater resilience can be achieved through a dynamic balance of four innovation
strategies (Bristow and Healy, 2018; Ferreira et al, 2016; Mafabi et al, 2015; Folke et al, 2010;
Reinmoeller and van Baardwijk, 2005):
e Knowledge management: exploiting existing repositories of organisational knowledge.
e Exploration: where there is an active search for new ideas and new knowledge.
e Cooperation: sharing resources and ideas with other organisations to create further
innovation.
e Entrepreneurship: where new resources and applications for ideas are sought, often outside
of existing organisational boundaries.

System Modularity
Organisations with strong functional and structural modularity are better able to contain the
contagion of disruption as it starts to spread, compared to those organisations with high levels of
interlinkage and interdependency (Bresch et al, 2014). Whilst such decentralised capabilities may be
less efficient under BAU, they are less likely to fail catastrophically compared with more centralised
systems. Should organisational components become impaired, modularity allows for:
e Asimpler and more rapid replacement of failed components.
e Increased flexibility for reorganisation or rescaling.
e Decentralised essential capability, placing this capability closer to the operation where it is
required.
e Areduced chance of single points of failure.
e Decreasing an organisation’s overall exposure to localised conditions that would otherwise
be highly disruptive to that entire capability (Cascio, 2009).

Access to capability and resources

Access to a range of physical resources and capabilities can play an important role in enabling
resilience. These resources may be available from business-as-usual operations, or may be provided
through a range of contingent arrangements (Cascio, 2009). In both cases organisational cohesion, the
manner in which key organisational aspects such as processes, knowledge, expertise, culture etc. are
joined together becomes a major predetermining factor (Fiksel, 2003), along with the ability to
improvise within existing and available resources (Witmer and Mellinger, 2016).
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Physical resources may not be limited to budgets, facilities, plant, assets and inventory, but should
also include ‘human resources’ and services delivered by other parties. The majority of these
resources are embedded within relationships, constituting ‘social capital’ (Bauweraerts, 2016; SMR,
2016; McGuiness and Johnson, 2014; Ollerenshaw et al, 2014; Nicholls, 2012; Johnson, 2010), and are
most easily accessed through exploiting this social capital.

Social capital has been described in terms of three highly interrelated ‘clusters' (Nahapiet and Ghosal,
1998):
e Astructural dimension: the properties and the network of relationships as a whole —i.e. how
resource flows occur and are managed.
e Arelational dimension: the manner in which resources are established and managed through
personal relationships that have been developed.
e A cognitive dimension: “shared representations, interpretations, and meaning” that are
applied to these resources.

Whilst having sufficient and available funding contributes to organisational resilience, ensuring that
there is sufficient transparency and accountability with regards to fiscal arrangements is also of
importance (Witmer and Mellinger, 2016).

The nature of the dependencies and interdependencies, particularly the effect that disruptive
conditions will have on their availability and access, can have a significant influence on resilience.
However, an organisation that is truly agile, flexible and adaptive may have a lower critical
dependency on physical resources and capabilities as their loss can be more readily accommodated
or compensated.

The effective management of risk
Arguments have been put forward that risk and resilience are distinctly different (Fiksel et al, 2015),
but operate in tandem: risk management focusing on foreseeable scenarios, whilst resilience provides
for both foreseeable and unanticipated events (Van der Vegt, 2015; Linkov et al, 2014). However,
there are other perspectives that consider risk and its management as providing the basis for building
resilience (Davidson et al, 2016; Burnard, 2016; Pantelli and Mancarella, 2016; Scholten et al, 2014;
Lei et al, 2013), with critical success factors identified as:

e ‘Containment,’

e ‘Leadership’,

e ‘Communication’,

e ‘Speed of response’,

e ‘Access to resources and expertise’.

Despite the value of reducing the potential for future disruption by modifying risk, traditional risk
management approaches can have substantial limitations in their contribution to organisational
resilience. Most contemporary risk management practices (including applications of 1ISO31000 and
COS0) are based on linear thinking and linear processes** which struggle with high complexity and
uncertainty (Linkov et al, 2014). Such linear thinking, usually assumes that risk occurs over a normal
distribution. However, where disruption-related risk and complex systems are concerned, this
assumption is often invalid. It is more likely, than imagined, that risk will be characterised by ‘fat tails’.
In these situations there is an increased likelihood of high consequence values (with assumed very low
probabilities) being encountered (Albani and Kupers, 2014), and with the so called ‘black swan’ events
occurring far more commonly than expected.

%3 Just redrawing a step by process into a circle doesn’t change it from a linear progression.
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Commonly encountered practices of risk management also often examine system components
individually and in isolation of their interdependencies on other components, rather than
encompassing a more whole of system perspective. This will often produce misleading results since
the examination of components taken in isolation rarely reflect how they behave when part of a larger
system.

Resilience is an outcome of the effective and ongoing management of risk. As measures are put in
place to modify risk, it is expected that resilience will increase for the context within which risk
management is occurring. However, resilience may be unaffected or even deteriorate for other
contexts for which the risk is not directly addressed. For example, an organisation may invest
significantly in treatments to address the risk of critical infrastructure failure and would therefore be
expected to demonstrate high resilience in the face of any future prolonged power outages. However,
this would not necessarily translate to high resilience for other organisational activities or for other
scenarios, such as a reputational crisis.

Fragility and antifragility

Vulnerability

There are many definitions of vulnerability (Waters, 20011; Miller et al, 2010; Seery et al, 2010;
Briguglio et al, 2009; Buckle et al, 2000), although in some disciplines such as ecology and disaster
management there are more generally accepted (Lindoso, 2017). Vulnerability is often expressed in
terms of control imperfections in day-to-day operation of a system, and occasionally in terms of a
system under stress. In terms of resilience, the vulnerability of an organisation and its interactions
with its environment are of primary importance. The common practice of considering vulnerability if
individual components (in isolation) is likely to be a poor reflection of overall vulnerability.

Less commonly, the term ‘brittleness’ has also been applied to the potential for system failure under
non-routine conditions, whilst the term ‘vulnerability’ has been used to refer to this potential under
routine conditions. Additionally the term fragility has been introduced to describe the potential for
failure under both routine and non-routine conditions:

Fragility = vulnerability + brittleness

However, these differences are semantic, and in common practice the term ‘vulnerability’ is often
used synonymously with how ‘fragility’ is being used as an overall term.

There is a close relationship between resilience and vulnerability (Dalziell and McManus, 2004), and a
direct inverse relationship has often been applied, i.e. opposites to each other (Folke et al, 2002; Kaly
et al, 2002). This may seem intuitively right, however, in reality the two concepts are not direct
opposites, and the relationship is often non-linear and asymmetric (Weichselgartner and Kelman,
2015). For example, it is possible for an organisation with significant vulnerabilities to still demonstrate
high resilience, and for an organisation with a low apparent level of vulnerability to also have poor
resilience. Other authors have taken a different view on the relationship, such as vulnerability
representing the degree to which a system is affected by a shock, and resilience reflecting the degree
to which the system can recover form that shock (Gitz and Maybeck, 2012)

Conceptually, vulnerability conveys an idea of ‘weakness’, within a system, but can be more
specifically thought of as the potential for a system (or part of a system) to adversely react to changing
conditions (Proag, 2014b). Vulnerability is directly related to the context, since a system may exhibit
vulnerability to certain stressors but not to other stressors. This is also intimately associated with risk
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and uncertainty since the expression of a vulnerability is not certain, and is dependent upon a
coincidence of other factors (often unknown) also occurring.

Different types of vulnerability may be present within a system, including:

e Political vulnerability, relating governmental and jurisdictional aspects of systems.

e Physical vulnerability, relating to built assets.

e Ecological vulnerability, relating to living systems.

e Economic and financial vulnerability.

e  Workforce vulnerability, relating to the availability and performance of the workforce.

e Social vulnerability, relating to the broad interaction of people.

e Network vulnerability, relating to the interactions across different systems (such as inter-
organisational relationships), as well as physical and logical networks.

e Psychological vulnerability, relating to cognitive and emotional capabilities.

e Knowledge and information vulnerabilities, relating to access, completeness, accessibility
integrity etc..

e Communication vulnerabilities, relating to both the messages being relayed, and the channels
by which the communication occurs.

e Resource vulnerabilities, relating to resource integrity, access, availability etc.

e Process vulnerabilities, relating to fitness for purpose, stability, error and deviance.

These vulnerabilities may be presently in any combination, and be independent, or interact further
amplifying the overall level of vulnerability.

Antifragility

The term antifragility has been used to describe an ability to learn, innovate and continue to grow in
turbulent conditions (Taleb, 2012), with the contention that antifragility is different to resilience. The
implication has been that antifragility is focused on knowledge and learning derived from interactions
with disruption, promoting evolution and growth (Verhulsta, 2014; Jones 2014, De Florio, 2014). This
of course has assumed a very limited definition of resilience solely as a survival response to disruption.
Conversely, many others believe that resilience encompasses learning, innovation, evolution and
growth (Brueller et al, 2019; Evans et al, 2019; Geha, 2019; Lucy and Shepherd, 2018, Cooke, 2017;
de Kraker, 2017; Raman and French, 2017; Alberti, 2015; Kayes, 2015; Parast et al, 2015). Antifragility
can therefore be seen as a special case of resilience, one where the system gains (rather than suffers)
from disruption, and where, under high uncertainty, the system is able to function without the need
to resolve that uncertainty. It is probable that there are many systems that require disruption in order
to be sustainable in the long term (for example to drive innovation), and that in the absence of
disruptive conditions they will not thrive.

Community resilience

A detailed discussion about community resilience is beyond the scope of this paper. However, some
aspects are considered to provide a border context and relational frame for organisational resilience.

Community resilience is most often referred to in the context of major disasters, but without a
consensus on what community resilience actually is (Patel et al, 2017; Haase et al, 2017; White et al,
2015; Yellman and Murray, 2013; Uscher-Pines et al, 2013). Collectively much of the published work
associates community resilience with activities such as: anticipating problems and opportunities,
managing vulnerabilities, responding to disruption, and recovering rapidly (NIST 2016; Plough et al,
2013; RAND, 2015; Wilbanks, 2009).
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Models of community resilience

Multiple models of community resilience have been proposed, most involving the effect of multiple
interrelated factors or ‘levers’ of resilience (Wulff et al, 2015; Pfefferbaum et al, 2015; Cox and
Hamlen, 2015; Houston et al, 2015; IFRC 2014; Chandra et al, 2014, 2011, 2010; Plodinec et al, 2014,
2013; Chen et al 2013; Cutter et al, 2008b). This includes factors such as:

e Community leadership, including:

@)
@)

Governance and leadership.
Preparedness.

e Sustainability

@)
@)

@)
@)

Level of economic development.

Environmental sustainability.

Access to essential resources.

Levels of social support and social connections

Integration of governmental and non-governmental institutions.

e Awareness and understanding:

@)
@)
@)

Access to information and communications.

Local knowledge.

An ability to learn from prior events and actions, including learning from success as
well as learning from failure, and the ability to make sense of and learn from adverse
conditions as they develop. This learning drives community adaptation.

e Individual and population attributes:

o

@)
@)
@)
@)

Physical and psychological health of the population.
Wellness.

Education levels.

Self-sufficiency and self-reliance.

Quality of life.

As with other types of resilience, it is the interrelationships and interaction amongst the components
that establishes community resilience as a sum that is greater than its parts (Eachus, 2014).
Additionally, community resilience may increase following a major disaster where increased social and
psychological strength, along with an expanded sense of belonging (Norris et al, 2010; 2008)
contributes to so called ‘community post traumatic growth’ (Bonnano, et al, 2010). This has also been
expressed as the strength of a range of ‘community capitals’ (Flint, 2010; Flora and Flora, 2008),
summarised in Figure 21.
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Figure 21: The capital model of community resilience

Building community resilience

Several toolkits have been developed to help build community resilience (Keating et al, 2017; Chandra
etal, 2014; Eisenman et al, 2014; FSIN, 2014). These recommend a range of activities to be undertaken
(also see Figure 22) including:

e Improving sensemaking of, and about the community:

o developing an understanding of the community’s context (key features of the
community, available resources, community strengths and weaknesses, key
interdependencies, etc.);

o understanding and prioritising hazards and threats to the community;

o understanding and prioritising other community challenges;

o exploring areas of vulnerability, including ‘at risk’ or otherwise vulnerable
populations within the community.

e Establishing and developing collaborations:

o identifying important community and external stakeholders and their needs and
contributions;

o building on relationships and developing partnerships and other collaborations.

e Planning for improved resilience:
o identifying priorities for taking action;
o gaining access to, and sharing required resources.
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Figure 22: generic process for building community resilience**

44 Although the diagram illustrates the building of community resilience as a progressive step by step
process. Ideally the process should be iterative, recursive, and reflective.
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The absence of resilience: organisational failure

The study of organisational resilience has focused almost exclusively on the means by which high
performance under disruptive conditions can be established and maintained. There is an underlying
assumption that pervades ‘resilience thinking’, that a resilient system can be built that will continue
to guarantee high performance through all types of disruptive conditions. The constructionist
approach to resilience is problematic because many of the ‘components’ that appear to contribute to
resilience are those same components that are already present in many organisations, irrespective of
their level of resilience. Many of these organisations which have apparent ‘resilience components’ in
place will demonstrate low resilience when challenged by changing conditions. Can exploring
organisational failure reveal more about resilience than can seeking out apparent success?

The presence of a number of factors have been associated with degrading resilience and contributing
to organisational failure, even though positive resilience attributes may be present. These include:

e Organisational failure pathologies.

e The contribution of the corporate psychopath.

e Reputational failure.

Organisational failure pathology

Resilience engineering and Safety Il thinking promotes the concept that since systems are inherently
prone to failure, then safety is achieved by constant attention to addressing potential contributors to
that failure. Similar thinking can be applied to the organisational resilience discourse. A starting point
is to recognise that ‘failure’ is already built into the design, development and implementation of most
of the systems upon which an organisation relies (Hollnagel, 2018; Dekker, 2015, 2006). These ‘built-
in failures’ along with other failures ‘acquired’ throughout the life of an organisation constitute a
diverse range of pathologies* that can threaten overall organisational health (Pascieczny, 2017) and
resilience.

The following organisational pathologies are particularly influential in contributing to degraded
resilience:

e Cognitive and emotional pathologies of individuals and groups: where information is
processed in a manner that creates misperception, misunderstanding or misapplication of
information; or where inappropriate decisions are made. Normalisation of deviance is one
outcome of cognitive pathology (see below).

e Mindlessness including a thoughtless disregard of contestable information by decision-
makers. This also includes a propensity for many people within an organisation to continue
to make the same types of decisions and take the same type of actions despite the growing
evidence of their ineffectiveness. Of more concern are those that blindly follow inappropriate
plans and processes because inflexible policies and directions, or external (and often
inadequate) Standards require it.

e Structural pathologies within hierarchies, where inadequate or inappropriate supervisory or
reporting relationships, or misaligned functional responsibilities, etc. create barriers to
effective flows of information, sensemaking, decision-making, or taking action.

45 Pathologies comprise those organisational aspects that are sources, contributors, influencers, or amplifiers of organisational degradation
and failure. Pathologies may be the result of flaws or errors that remain uncorrected (and often unrecognised over prolonged periods of
time); inabilities to apply capabilities where, when, and as required; or inabilities to make sense of the information to hand within an
effective time frame. These pathologies may effect organisational performance under routine conditions, but their effects are likely to be
substantially amplified under non-routine operating conditions.
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e Behavioural and cultural pathologies, where organisational culture adversely effects
sensemaking and decisions, resulting in inappropriate behaviours and actions. This also
includes flawed decision-making processes that fail to make appropriate use of available
information.

e System and functional pathologies, where existing systems of work and processes are
inherently flawed and may not be fit-for-purpose even under routine conditions, as well as
errors and variability acquired over time.

e Communication and information pathologies, where both human and technological
information flows are impaired or heavily reliant upon ineffective mechanisms, tools and
technologies.

e Infrastructure pathologies, where either or both internal and external infrastructure is of low
reliability or functionality due to capacity, mechanical, technical, physical or structural
limitations or flaws.

e Network pathologies, where existing relationships are fragile when placed under pressure,
including supplier, customer and partner networks.

e leadership and team pathologies, often arising from inadequate competencies, expertise and
knowledge, trust, empathy, cohesiveness, etc.

e Governance pathologies, including inappropriate, inadequate or absent governance
structures, reporting frameworks, ethical and integrity standards, delegations, processes, etc.

Cognitive and emotional pathologies

Common cognitive pathologies that contribute to organisational failure are related to attention,
perception, memory and analysis, and their effects on decision-making (Jin et al, 2019; Prezenski et
al, 2017, Cokely and Kelley, 2009; Wang and Ruhe, 2007). In particular, these factors can influence
decision-making through the biases and heuristics, which can result in non-rational and unpredictable
effects on decisions. Similar uncertain effects can arise from different emotional effects that alter
perception, how memories are encoded, and how information is analysed and considered.

Over the last decade or so there has been increasing recognition that even under routine conditions,
a significant amount of decision-making occurs independently of rational thought processes. The duel
processing theory describe how decision-making occurs as a result of the interaction of two thinking
systems, one that is analytical: slow, rational and consciously controlled, the other
intuitive/emotional: automatic, unconscious and very fast (Stanovich, 2011; Kahneman, 2011;
Croskerry, 2009; Evans, 2011; 2007; Stanovich and West, 2000). This results in decisions that can be
highly influenced by past knowledge and experiences (especially those with high emotional salience),
with this being unrecognised by the decision-maker. When subject to the stress and fatigue of an
incident or disruption, the intuitive/emotional system can overwhelm the control of the analytical
system, leading to errors of perception and cognition*® (Evans, 2008; Kahneman & Frederick, 2005;
Buss, 2005; Stanovich and West, 2003; 2000), and resulting in decisions that would not have been
made under routine conditions.

Additionally, cognitive capability, including complex problem skills are not at consistently high levels
across an organisation. The promotional practices within many organisations tend to favour those
with linear thinking and lower cognitive skills, allowing those less able to deal with complex problem
solving to preferentially rise to higher management levels (Chamorro-Premizic, 2019; Ryan, 2016;
Kohlmann; 2012).

%6 Under conditions of high stress, hormones such as cortisol are released in increasing amounts, and have a
direct effect increasing short term cognitive impairment (Mueller, 2011; Dunn et al, 2009; Storbeck and Clore,
2007),
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Mindlessness

Before examining the issues with mindlessness in organisations, it is perhaps worth pausing in order
to consider the virtues of mindfulness and its contribution to enhancing resilience. Mindfulness of the
individual has been described as a process of active engagement with the present, and sensemaking
of the range of stimulus patterns received by that an individual (Corbett, 2017; Tang, 2017;
Moldoveanu, 2016). Mindfulness therefore involves a combination of cognitive and emotional
interpretation of context, and making active decisions to change behaviour based upon that
interpretation. From an organisational perspective, the mindfulness of leaders begins to play an
important role in recognising and dealing effectively with uncertainty, often in new and different ways
(Levey and Levey, 2019; Rupprecht et al, 2019; Brendel et al, 2016; Dunoon and Langer, 2012; 2011).

Mindlessness, refers not just to a lack of mindfulness, but to a condition where there is a complete
disregard of what is happening, and the thoughtless and almost robotic repetition of routinised scripts
and behaviours, irrespective of the effect that they are having (Ashforth and Fried, 1988).
Mindlessness is typified by applying prior habitual ‘thinking’ and behaviour to changing situations
where they have little application or relevance. On an individual level this brings to mind the antics of
the clueless office manager character played by Ricky Gervais in the TV series, ‘The Office’.

Most organisations operate at a certain level of mindlessness in their day-to-day operations. It lets the
work get done reasonably quickly and efficiently (although often not effectively), without being
constantly questioned and challenged (Heffernan, 2017; Alvesson and Spicer, 2016). This can be a
positive attribute in routine conditions that are highly stable, where objectives and capability do not
need to adapt to changing conditions. However, with increasing change, the ‘mindlessness mode’
becomes increasingly ill-suited to cope with evolving demands (Langer and Moldoveanu, 2000), and
can be a substantial barrier to effective organisational resilience. As well as creating a lack of
awareness about an organisation’s context, mindlessness (along with the normalisation of deviance,
see below) also contributes to so called ‘absurd decisions’ (Simard and Laberge, 2016), which are
persistently made and act directly against the objectives they are supposed to achieve.

Organisational mindlessness appears to be closely associated with the whimsically termed ‘functional
stupidity’ (Alvesson and Spicer, 2017) where mindlessness becomes culturally embedded. Functional
stupidity is driven by poor organisational leadership, inadequate organisational structures, and often
by the blind imitation of other organisations that are perceived to be doing better. Mindlessness
(functional stupidity) effectively closes down innovative and adaptive thinking just when it is most
required.

Normalisation of deviance

Normalisation of deviance (also manifests as the normalisation of risk) occurs when specific erroneous
data, information, decisions, or behaviours are accepted once, and then become a precedent for
accepting similar erroneous circumstances in the future (Vaughn, 2016), where that acceptance is
carried into very different circumstances. Normalisation of deviance is most commonly seen where
someone takes an expedient shortcut in a process (or decision). The shortcut produces a positive
outcome and ‘reward’ (e.g. the work is undertaken with less personal effort, or is achieved much more
quickly), and with no obvious penalties (e.g. the process does not fail and the operator does not get a
reprimand). Later, under comparable circumstances this shortcut is repeated with similar outcomes.
This new (aberrant) behaviour is reinforced*’, with an increased likelihood of it being repeated in the
future.

471t is likely that the activation of reward circuit in the brain continually reinforces these accumulating deviant
behaviours, increasing the likelihood of their being repeated and becoming habituated.
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Eventually this behaviour is normalised and becomes the accepted way of performing the activity. The
process has now deviated from its original accepted design. This changed approach can then be shared
with others, this normalisation of deviance spreading, as the local variant process is more widely
adopted. Over time, additional shortcuts are taken, and under routine conditions can still achieve a
satisfactory level of performance. However, this normalisation of deviance has created a more fragile
system that will perform in unexpected ways when even slight changes in operating conditions occur.

In a resilience context, this normalisation of deviance (or risk) begins to establish patterns of decision-
making and behaviour that can degrade any of the attributes contributing to resilience. Such
normalisation is insidious as few recognise that it is occurring at the time, and often do not recognise
it in hindsight.

Such normalisation of deviance usually manifests itself in the creation of informal landscapes within
most organisation (Figure 23), where local rules and behaviours are the accepted norm, representing
very different decision-making and other activities (‘work as done’) from the formal landscape. The
formal landscape comprises: how decision-making and other processes are required to operate (‘work
as designed’), how senior management thinks these operations are working (‘work as imagined’), and
what these managers officially reveal about these operations (‘work as reported’). Such normalisation
of deviance means that systems rarely function as expected, and these informally modified systems
are often close to the threshold of failure in routine circumstances, and can collapse rapidly and
without warning when conditions change.
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Figure 23: The normalisation of deviance

Gatekeepers and barriers

There are certain positions and individuals within an organisation whose sole purpose (at least in their
own minds) is to filter information heading up through the management hierarchy. Often this is the
so called ‘trusted advisor’ who only allows good news to filter up to their boss. Sometimes this is a
deliberate power strategy, often it occurs because there is denial, lack of cognitive capability, or
inexperience to deal appropriately with the information. The gatekeeper concept also includes those
tasked with the ‘defence’ of the organisation — such as internal and external auditors, (Coffee, 2005)
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that through a lack of vigilance or an unwillingness to speak up, prevent management from becoming
aware of burgeoning problems. The actions of all types of gatekeepers help to perpetuate uncertainty,
and actively encourage ignorance in an organisation’s top decision-makers, affecting anticipation,
preparedness, response, and recovery.

Strategic relevance and decay

It has been estimated that somewhere between 60% and 90% of all strategy implementation fails
(Kaplan and Norton, 2005; Mankins and Steele, 2005), whilst up to 95% of employees either have no
idea of their organisation’s strategy, or do not really understand it (Kaplan and Norton, 2005). The
alignment of employees with organisational strategy can be further degraded by providing incentives
that are incompatible with organisational priorities and obligations (Conlon, 2015; Aaron et al, 2014;
Lovallo and Sibony, 2010; Filatotchev et al, 2006; Lenchick, 2016). This in particular applies to those
incentives that favour short term gains over longer term achievement (Bircham and Connolly, 2013).

Some strategy may be appropriate and achievable, but with an organisation that is misaligned with its
strategy, failure may be more likely than success. However, in many organisations even where a good
strategy is developed, and the organisation starts to implement it effectively, that strategy can quickly
lose its relevance as complexity, turbulence, volatility and uncertainty increase in the operational
environment.

When a strategy is increasingly irrelevant to the context and organisational need, an inevitable
consequence will be a deterioration in overall resilience. Change and time ‘destroys’ strategy, and an
increasingly irrelevant strategy ‘destroys’ resilience (Hamel and Valikangas, 2003). The organisation
simply will not be prepared to either avoid or deal with the turbulence and shocks that will come its
way.

Dark resilience

Resilience, although regarded widely as a strength, may not always be beneficial. Resilience can result
in a system remaining in an undesirable, harmful or stagnant state (Mitchell and Harris, 2012), orina
state that is resistant to needed change®® (Stares and Wit, 2009). It seems almost counter-intuitive
that resilience can have a dark side, but what are seen as individual or organisational strengths for
resilience can, if taken too far, become real weaknesses (Figure 24).

For example, adaptive capability, if taken to the extreme, can in itself become maladaptive and
harmful (Chamorro-Premizic and Lusk, 2017; Kaplan and Kaiser, 2003). Even leadership traits that are
so valuable to resilience, such as versatility and agility, can become substantial liabilities if over
indulged (Kaplan and Kaiser, 2013; 2006) and in the longer term could weaken resilience as much as
if those beneficial traits were completely absent.

48 Such as experienced in a despotic regime.
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Figure 24: Resilient behaviours taken to extreme

From a psychological aspect, individuals and teams that show initial high personal resilience, often
respond unemotionally and aggressively, towards the incumbent stresses. Whilst less resilient
individuals may become increasingly self-protective and isolated**. However, these same traits that
allow the highly resilient individual to continue to perform, may limit self-awareness and cause them
to over-estimate their own capabilities in these circumstances (Chamorro-Premizic and Lusk, 2017).

Corporate psychopaths

A corporate psychopath is characterised as an individual that is without conscience or personal ethics,
and is self-centred, selfish, manipulative, and ruthless. Corporate psychopaths have been shown to
exist in many organisations and at all levels of management (Boddy, 2013, 2011; Boddy et al, 2010).
They can be highly successful (hence their significant presence at senior leadership levels), and can
cover their psychopathy with a mask that can be sustained for many years. Hence the majority of
corporate psychopaths remain undetected and unrecognised (Babiak and O’Toole, 2012; Mathieu et
al, 2012; Andrews and Furniss, 2009). The corporate psychopath’s behaviour is driven by a personality
disorder, with an estimated 1% of employees and 4% of senior executives with the disorder (Boddy et
al, 2010)

49 Disruptive and unfamiliar conditions can create psychological stress which drives individuals to over rely on familiar and
preferred behaviours, pushing favourable traits into unwanted behaviours.
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The existence of such people at senior leadership and decision-making positions poses serious
problems for long term organisational performance and for resilience (Gudmundsson and Southey,
2011). Their complete lack of regard for others and for the organisation as a whole means that their
decisions will be made solely on the basis of what is best for themselves. In doing so they use
techniques such as creating dissent and conflict among other members of the organisation, and using
bullying to get their own way. Their behaviour sows distrust, destabilises teams, and contributes to
an increasing degradation of long term performance and resilience.

Reputational loss

An organisation may have in place a comprehensive array of recognised attributes that contribute to
resilience, yet any failure to protect its reputation can significantly disrupt operations, threaten the
tenure of its leadership team, and in some cases, threaten the organisation’s very survival (Drenik,
2018; DiPietro, 2016; De Wolf and Mejri 2013; Schultz et al, 2012).

Whilst strengthening recognised ‘resilience capabilities” will certainly help protect reputation, this
may not be sufficient on its own. Effective issues management (dealing with an impending crisis before
it becomes one) and crisis management make vitally important contributions (Vos et al, 2017; London
First, 2013; ) to both enhancing resilience and to protecting reputation (see Chapter 10). Looking after
organisational reputation will certainly positively influence an organisation’s resilience into the long
term (Tracey and French, 2017).

Bringing it all together - moving towards resilience

To date, there is no single published work that has described the variety of concepts expounded by
different domains, and found in different contexts. All resilience models are limited, indeed all models
are flawed, being able to capture only a small range of the factors that could influence resilience. The
thinking behind these models has been constrained by their ability to grasp only part of the complexity
of the real world. Resilience models therefore only provide a two dimensional snapshot of (at least)
four dimensional reality, and anyone claiming to have the comprehensive model should be treated
with caution. It may be possible to develop such a model with the use of incredibly complex
mathematical algorithms within sophisticated software, although such software capability remains to
be proven.

However, some of the models we have described in this Monograph do provide useful insights into
different aspects of the resilience construct. It is an almost impossible task to cover every aspect of
the vast array of published literature on resilience, and by necessity this Monograph has disregarded
those that the author believes provide little value. Although there may be some valuable ideas that
may have been missed along the journey.

Given all of these provisos, Figure 25 attempts to provide a consolidated model combining the key

aspects of those that have gone before, albeit that this model is limited, imperfect, and well frankly
“wrong” -but hopefully useful.
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